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BBEOEHWE

OCHOBHble HarmpaBfieHUSA Pas3BUTUS MHPOPMALMOHHOM 6e30MacHOCTU KpeguTHO-OUHAHCOBOM
chepbl Ha nepuop 2019-2021 rogoB (oanee — OCHOBHble HanpaBNeHWs) OMpemenstoT Kito4veBble
Lenv 1 3agayn pasBuTmUS MHOOPMALIMOHHOM 6e30MacHOCTU U KUBEpPYCTOMYMBOCTM, Cpeam KOTopbIX:

° obecneyeHne MHPOPMALIMOHHOM 6E30MaCHOCTU U KMOEpPYCTOMUMBOCTU B LENsax GUHAHCOBOMN

CTabUNIbHOCTU KaXkKOoW opraHmM3auumn GUHaHCOBOIO PbiHKa;

° obecneyeHne onepauoHHOW HAaAEXXHOCTU U HernpepbiIBHOCTU AesTENbHOCTM OpraHM3aumii Kpe-

OUTHO-bMHaHCOBOM cdepbl;

° NPOTUBOLENCTBME KOMIMbIOTEPHbBIM aTakaM, B TOM 4YMCNe Mpv UCMNOSb30BaHUM MHHOBALMOHHbIX

PUHAHCOBbBIX TEXHOMOIUI;

° 3aWmMTa NpaB noTpebutener GUHAHCOBbIX YCIYT.

OCHOBHble HanpaBfeHUs BKIOYAOT ONMCaHMe NPEeanochiioK U TPeHAOB B Pa3BUTUM MHOpPMa-
LIMOHHOM 6e30MacHOCTU KpeamUTHO-PpUHaHcoBoM chepbl Poccuiickom Pegepauym, 3agayum m Knrode-
Bble HanpaBreHus geaTenbHocTu baHka Poccum B obnactm MHPopMaumMoHHOM 6€30MacHOCTU U KK-
6epyCTONUMBOCTH, @ TaKXKe ONnmMcaHne MeponpusTUin B YKa3aHHOM obnacTu.

MeponpuaTtus, npeaycMoTpeHHble OCHOBHbIMM HanpaBNeHUSAMM, pa3paboTaHbl B TOM YMicne B Le-
NAX peanusaumm KOMIIEKCa OTOEMbHbIX 3a4ad B paMkax denepasibHbiX NPOEKTOB HaLMOHasbHOM
nporpammbl «LindpoBasa akoHOMUKa Poccuimnckon depepaumm», yTBEPXKAEHHbIX MPOTOKONOM 3ace-
DaHVs npesvgunyMa MNpaBUTeIbCTBEHHOM KOMUCCUM MO LMPPOBOMY Pa3BUTUIO, UCMOb30BaHUIO UH-
POpPMaLMOHHbBIX TEXHOMOMMI NS YNYULEHUS KadecTBa XXU3HU 1 YCNOBUIM BeOeHUs npeanpuHMMa-
Tenbckon gestenbHocTM oT 06.05.2019 Ne 8.

OCHOBHbIE€ HarpaBfiEHUS YUMUTbIBAIOT Crieaytoume JOKYMEHTbI:

e [lokTprHa MHbOpPMaLMOHHOM Ge3onacHocTn Poccuinckon depepauyn, yTBEp)KOEHHAA YKa30OM
Mpe3ungeHTa Poccuiickom Pepgepaumm ot 05.12.2016 N2 646;

* CtpaTterus pasButus MHGOpPMaUMOHHOro obuwecTtea B Poccuickon depepaumm Ha 2017-2030
rogpl, yrBep>xgeHHas YkasoM lMpesngeHTa Poccuimnckom @epepaumm ot 09.05.2017 N2203;

e CTpaTerms akoHoMmyeckom 6esonacHocTtn Poccumckonm ®Pepepaumm Ha nepuog oo 2030 ropa,
yTBeEpXAeHHas YkasoM lNpesungeHTa Poccuimnckom @epepanimm ot 13.05.2017 N2208;

* OCHOBHble HamnpaB/eHUs pasBUTUS GMHAHCOBOro pbiHka Poccuickonm ®Pepepaunm Ha nepuog,
2019-2021 rogos;

* OCHOBHble HarnpaBsieHUs pa3BUTUS PUHAHCOBbBIX TEXHOMOMMIN Ha nepuod 2018 -2020 rogos;

* [pyopUTETHbIE HaMpaBneHUs MeXxOyHapogHoW pedtenbHocTM bBbaHnka Poccum Ha nepuog
2019-2021 ropos.

OCHOBHbIE HamnpaBneHUs COOTBETCTBYIOT MUPOBOMY OMbITY U JTyYLUMM NpakTUKaM B obnactm obe-
crneyeHunst MHPOpPMaLMOHHOW Be30MacHOCTU PUHAHCOBOM chepbl U yrpaBreHUs pUCKOM MHPopMa-
LIMOHHOM Be30nacHOCTU (KMB6eppUCKOM): NMpu paspaboTke OCHOBHbIX HaMpaB/eHUIN NCNONb30BaCH
OnMbIT HauMOHaNbHOIro MHCTUTYTa cTaHgapToB U TexHonorun CLUA (National Institute of Standards
and Technology, NIST), OeHeXHo-kpeguTHoro ynpasneHus CuHranypa (Monetary Authority of
Singapore, MAS), EBponenckomn cny>x6bl 6aHkoBcKoro Hagsopa (European Banking Authority, EBA),
MexxayHapoOHOW opraHm3aumMyM KOMUCCUM MO LeHHbIM 6ymaram (International Organization of
Securities Commissions, |IOSCO), KoMmuTeTa Mo nnaTexxHbiM U pbIHOYHbIM MHPPACTPYKTYpam BaHka
MeXxgyHapogHbix pacdeToB (Committee on Payments and Market Infrastructures, CPMI), Basenb-
CKOro koMmTeTa no 6aHKOBCKOMY Haa3opy (Basel Committee on Banking Supervision, BIS).



OcCHOBHble HampaBneHus PasBUTUS MHGOPMALIMOHHOM 6e30MacHOCTM
3 KpeauTHO-dYHaHCOBOW cdepbl Ha Nepuon 2019-2021 ronos

MPEOMNOCDbLIJIKU A TPEHODbI

Lindpoas TpaHchopMaumsa CO30aeT MHOMOUMCIEHHbIE MPEMMYLLECTBa o118 noTpedbutenen oéu-
HaHCOBbIX YCITyT, HEU30EXHO YBENTMUMBAET KAayeCTBO, CKOPOCTb, JOCTYNMHOCTb B3aMOLAENCTBUS MO-
TpebuTtenen GUHAHCOBBIX YCNYr M GUHAHCOBbLIX OpraHM3auyii, HO BMECcTe C TeM COo3a4aeT OOMNOHU-
TernbHble PUCKMW.

PocT MaclwuTtaboB KOMMbIOTEPHOM MPECTYMNHOCTU, MPEXAe BCEro B KpegmnTHo-dGrHaAHCOBOM cohepe,
SABMSieTCs rnNobanbHbIM TPEHOOM, TPEOYIOWNM CKOOPOVMHNPOBAHHbBIX YCUNWIA PErynsiTopoB, MPaBoOOX-
paHUTENbHbIX OPraHOB, OpraHM3aUMi KpeanTHO-GrHaHCOBOM cdepbl U NOTpebuTenen GrUHaHCOBbIX
YCAyr.

KpynHoMacliTabHble KMbepaTakm HaHOCAT 3HAYMTESNIbHbIA 3KOHOMMUYECKUM yepob, npuBogaT
K UBMEHEHWSIM B r€OMNOSIMTUYECKMUX OTHOLLEHUSAX U CHUXKEHUIO YPOBHS JOBEpUs K MHOOPMaLIMOHHO-
TENEeKOMMYHUKALMOHHOW ceTu «MHTepHeT» (oanee — ceTb VIHTEpHeT).

KnbepaTakm Ha undpoBble GMHAaHCOBbIE CUCTEMbI CNOCO6HbI CMPOBOLIMPOBaTh GUHAHCOBbIN Kpu-
3uc.

B OTuyeTe BCceMMpPHOro akoHoOMUYecKkoro ¢gopyma no rnobanbHbiM puckam 2018 roga KnbepaTtaku
ornpepnerneHbl Kak pasHOBMAHOCTb 6a30BOro robanbHOro TEXHOMOMMYECKOro pucka.

B kauecTBe MMpPOBOro TpeHaa OTMeYaeTcs yBenmveHne GpUHaHCOBbIX MOTEPb OT KMbepaTtak, Ha-
pYLWEHME LeNOCTHOCTU U HEMPEPbIBHOCTU PYHKLMOHMPOBAHWS B TOM Yncrie PUHAHCOBOIO pPbiHKa
(17% Bcero obbeMa kmbepaTak NpPUXoaUTCst Ha PUHAHCOBDLIN CekTop). M30oWpeHHOCTb METOAOB, CMO-
CcobOB 1 CpeAcTB COBepLIEHUS KnbepaTak TpebyeT OT perynartopoB rmbKoCTH, onepaTMBHOCTU, UC-
MoNb30BaHMSA MHHOBALMOHHbBIX LUPPOBbLIX TEXHOMOMMI U METOL0B PaboThl.

CoeauHeHHble LWTaTbl AMepuku, KaHapga, CuHranyp, ABctpanus, Manansusa, Hoas 3enaHgus,
AnoHus, BennkobpuTaHms, ABCTpUS — 3TU CTPaHbl, B BOMblUen CTeNeHW MOAroTOBMEHHble K KMbe-
paTakaM, CTaHOBSATCS Hambonee npuBeKaTeNbHbIMM O/ noTpebuTtenen PUHaHCOBbBIX YCNYr, YTO
aBnsieTcs GakTOPOM YCKOPEHUS MX SKOHOMUYECKOIrO pa3BUTUS.

K kntoyeBbIM pyckaM B KpeanTHO-PUHaHCOBOW chepe OTHOCATCS:

° PpMHaHCOBbIE MOTEPU KIMEHTOB (MoTpebuTtenen ¢uMHaHCOBLIX YCNyr), MoppbiBatolme posepue
K COBpeMEHHbIM GMHAHCOBbIM TEXHOOTMSAM;

* PpMHaHCOBbIE NOTEPU OTAENbHbIX GUHAHCOBbLIX OPraHMU3aLMi, CMOCOOHbIE OKa3aTb CYLLECTBEHHOE
HeraTnBHoOe (KpUTUYECKOE) BO34eNCTBME Ha MX GMHAHCOBOE MONTOXEHME;

° HapyleHne onepauyioHHOW HaAEXHOCTU U HernmpepbiBHOCTU NpepocTaBneHns G1HaHCOBbIX YC-
nyr, npMBosiLlee K penyTauMoOHHOMY yulepby 1 HapacTaHWIO COLMarnbHOM HanpsiXKeHHOCTU B 06-
ecTBe;

° pas3BUTME CUCTEMHOIO KpM3KCa B C/ly4ae BO3HUKHOBEHUS MHLUMAOEHTOB MHDOPMaLMOHHOM 6e30-
MacHOCTM BCNEeACTBME KnbepaTak B 3HaYMMbIX A5 GUHAHCOBOrO pblHKA OpraHM3aumsx.

MexxayHapogHOW opraHu3aumen KOMUCCKUI No LeHHbIM 6ymaram (IOSCO) ycTaHOBEHbI Cneayto-
wme Kputepumn Hagnexawero GyHKUMOHMPOBaHMS 3HAYMMOM MHPPACTPYKTYypbl GUHAHCOBOIO PbIH-
Ka:

* CNOCOBHOCTb BO3OOHOBUTL OMepaLnm B TEYEHME OBYX YACOB MOCHE HapyLUeHUs;
* obecneyeHmne pacyeToB MPU HACTYMNIEHUM CPOKa MoraleHus 0bs3aTeNbCcTB U 3aBEPLUEHHOCTU

TpaH3aKLUMN.

B Poccurickon depepaummn, No gaHHbIM LleHTpa MOHUTOPUMHIA 1 pearMpoBaHUS Ha KOMMbOTEP-
Hble aTakn B KpeanTHO-PpUHaHCcoBOW chepe [JenapTaMeHTa MHPOpMaLIMOHHOM Be3onacHoCTM baHka
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Poccumn (nanee — ®uHUEPT BaHka Poccun)!, o6beM HeCaHKLMOHMPOBAHHbBIX OMepaurin CO CYETOB
topuanveckmx nmu no ntoram 2018 r. coctasun 1,469 mnppg py6. (B 2017 r. — nopsaka 1,57 mnpg py6.,
B 2016 r. - nopsigka 1,89 mnpg py6., B 2015 r. — nopsigka 3,7 Mnpg pyo.).

Ha Tepputopumn Poccunm 1 3a ee npegenamy o6beM HeCaHKLIMOHMPOBAHHbIX Onepaumi C UCMosb-
30BaHMEM MIATEXHbIX KapT2, SMUTUPOBAHHbIX POCCUMNCKMMM KPeaUTHbIMU OpraHusaumsmm, B 2018 T.
coctasun 1,384 mnpg pyo. (B 2017 r. - 0,961 mnpg py6b., B 2016 . — 1,08 mnpg py6.,B 2015 1. - 1,14
mMnpg py6.)°.

YoenbHbIM BeC Takmx onepauui B obem obbeMe onepaumi C MCNoSb30BaHMEM MaTEXHbIX KapT,
3MUTUPOBAHHbBIX POCCUNCKMMWN KPeOUTHbIMU opraHusaumamMm?, B 2018 r. coctasun 0,0018% (1,8 ko-
nerikn Ha 1000 pybnew nepeBoaoB).

Mpy 3TOM NUMUTBI AOMNYCTUMOrO YAEbHOMO Beca HEeCaHKLIMOHMPOBAHHbIX MEPEeBOAOB OEHEX-
HbIX CPefCTB, YCTaHOB/IEHHble EBponenckon cnyxbor 6aHkoBckoro Hagsopa (EBA), cocTtaBnsitoT
0,005% (5 eBpoueHTOB Ha 1000 eBpoO NepeBoaoB).

B Poccurickon ®@epepaunm He 3aperncTprpoBaHbl MHUMAOEHTbl, KOTOopble NPUBOAWAN Obl K KpW-
TUYHOMY YLEepOy B CUCTEMHO 3HAUMMbIX OpPraHM3aumsax KpeguTHo-duHaHcoBOM cdepbl. BMmecTe
C TeM psf MHUMAEHTOB Bbi3blBal HAPYLUEHWE HernpepbiBHOCTY NPeaoCTaBleHns PUHAHCOBbBIX YCyr
M, KaK CnefacTBme, poCT COLMANbHOM HaNpsXXKeHHOCTY B obLecTBe. B Manbix 1 cpegHux GUHaAHCOBbIX
OpraHM3auusax MHUMAEHTbl MHOOPMALIMOHHOW 6€30MacHOCTU MOTMYT SBAATbCSA MPUYMHON MpeKpalLle-
HUS UX OeATEeNbHOCTM.

Pe3ynbTaTbl aHanM3a MOKYLIEHWUM Ha XWULLEHUS OEHEXHbIX CPencTB KpeOuTHbIX OopraHuMsauumi
MoOKasblBaloT, UYTO PUCKY XMULUEHWS MOoOBEp)KeHbl OeHEeXHble CpedcTBa B ob6beMe, COMOCTaBMMOM
CO CpefHVM OHEBHbIM OCTaTKOM MO KOPPECrNOHOEHTCKOMY CUYETY KPeAMUTHOM OpraHu3aumm, OTKPbI-
ToMy B BaHke Poccum, CyMMMPOBAHHbBIM CO CPEAHWM AHEBHbIM MPUXOAOM MO COOTBETCTBYHOLEMY
KOPPECrnoHOEHTCKOMY CYeTy.

YKasaHHbI 06beM OeHEeXHbIX CPeacTB AN MasbiX M CPeOHUX KpeOuTHbIX OpraHM3aunii Hepenko
COMOCTaBMM C BEIUYMHOM X COBCTBEHHbIX CPEeaCcTB (KanuTana).

K TpeHpaM, opMMPYOLWLMM MPeanocbiky AN NOBbILEeHMs 3HaYMMOCTU pasBUTUA MHOPMaLIN-
OHHOM 6e3omnacHOCTN GUHAHCOBOIO pbiHKa Poccuinckom depepaunm, OTHOCATCS:

° CKOPOCTb pa3BuTUs chepbl LUPPOBbIX GUHAHCOBBIX YC/yr AN MOBbIWeHUs yoobCcTBa 1 KavyecTBa
VX NpefoCTaBNeHUs B LENSX YyulleHUs KOHKYPEHTOCMOCOBHOCTH;

° aKTMBHas MO3MLMS PyKOBOOCTBA CTPaHbl MO CO3[aHMI0 LMDPOBOIN 3KOCUCTEMbI, CTUMYMPYIOLLEN
pa3BuTHE GUHAHCOBBIX TEXHOMNOMNI;

° yCUNEHME PO 3aluMTbl NpaB noTpeduTenen GUHAHCOBBLIX YCAYr OT GUHAHCOBbLIX MOTEPb U, KakK
CcneacTBue, NOoBbILWEHWE JoBepUs K uHaHcoBowm cucteme Poccuinckon depepaumu;

° MHTerpauus nokasartenem pucka MHPOPMaLMOHHOM 6e3onacHoCcTM (Knbeppucka) B COCTaB OC-
HOBHbIX PUCKOB GMHAHCOBbIX OpraHn3aunii;

" Mo daHHeIM, NolyYeHHbIM U3 popM obsisamenibHol omyemHocmu 06 uHyudeHmax uHgpopmayuoHHoUl 6besonacHocmu,
opuyuaneHo npedcmassisieMoiX KpeOumMHbeIMU op2aHuU3ayusiMu 8 baHk Poccuu, u OaHHeIM, NOSTy4YeHHbIM 8 PaMKax UH-
¢$opmayuoHHoz20 obMeHa, opeaHu3osaHHoz20 UHLIEPT BaHka Poccuu.

2 30ecob u Oasnee K njiamexHolM Kapmam omHocsmcs pacyemHele Kapmel, eraume/e Kapmel, npeaonnaquHb/e Kap-
mel.

3 1o daHHbIM pOpPMbI OMYEeMHOCMU O HECAHKUUOHUPOBAHHbIX ONepayusx c UCNO/Ib308aHUEM NJamexxHolX Kapm, npeo-
cmasnsemol kpedumHeiMU opaaHu3ayusMu 8 baHk Poccuu. YsenudeHue nokasamerss yuwepba, c893aHHO20 C He-
CAHKUUOHUPOBAHHbIMU OonepayusiMu, obycrioenieHo noseeiweHueM yposHsi docmosepHocmu OdHHbIX, npedcmaensi-
eMbix 8 popMax omyemHocmu, popMUpo8aAHUEM OpPe2dHU3AUUOHHO-NPpaso8oll OCHo8bl 019 onepamugHo20 obMeHa
OaHHbIMU.

4 [To OaHHBIM POpPMbl OMYemMHOCMU O NJIAMEXXHbIX Kapmax U 3/1eKMpPOHHbIX OeHeXXHbix cpedcmeaax, npedcmassisemol
KpedumHeIMU opeaHuU3ayusMu 8 BaHk Poccuu.
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° yBeNMYeHMe MaclITaboB KOMMNbIOTEPHOM MPECTYMNHOCTU, MPeXae BCero B KpeanmTHO-PUHAHCOBOMN
chepe.

Pas3BuTre LMdpPOBON Cpedbl HEPA3PbIBHO CBSA3AaHO C MPUMEHEHMEM MOCTOAHHO BO3HMKAIOLWMX
MPOPbLIBHbIX M NEePCNEeKTUBHbBIX LIMGPOBbLIX TEXHOMOMMMA.

OCHOBHbBIMU MHPPACTPYKTYPHbIMY NPOEKTaMU, OCHOBaHHbIMU Ha UCMOMb30BaHNM LNDPOBbIX TEX-
HOJIOMMI, B OTHOLLEHNM KOTOPbIX B NepByto ovepedp baHkoM Poccum ycTaHaBnmBaroTcsl TpeboBaHMs
MHPOPMALIMOHHOM 6€30MacHOCTU, ABNSAKOTCA:

° nnatdopma yganeHHowm nogeHtndbmkaumm (EonHas buomeTpuyeckas cmctema);
* CucTeMa BbICTPbIX MiaTexen;

° niaTopMa MapKeETM/IENC;

° uMdpoBOM NpPoPpUNb KINEHTA.

B panbHenwem umdpoBas TpaHCHOpPMaLMS KaueCTBEHHO M3MEHUT TEXHONIOMMK mpepocTaBne-
HUS PUHAHCOBBIX YCNYT, MO3TOMY, PYKOBOACTBYSCb robanbHbIMX TpeHaamMu pa3suTtus, BaHk Poccumn
DOMKEH CPOPMYNMPOBaTb HOBble NOAXoabl K MHPOPMALMOHHOM 6€30MacHOCTU U KMOEepYCTOMYMBO -
CTU PUHAHCOBOM 3KOCUCTEMBI B YC/IOBUSX:

° U3MEHEHUST apXUTEKTYPbl CUCTEM (MCMOb30BaHME TEXHONOMMM pacrnpeaeseHHbIX peecTpoB);
° yOanieHHOro gocTtyna K PUHaAHCOBbIM YC/yraM U MOBCEMECTHOIO MCMOSIb30BaHNS MOOUITbHbIX

TEXHONOrnN;

° MPUMEHEHWNSI HOBbIX MEPCMNEKTUBHbBIX TEXHONOIMN NS uenem MHPopMaLMOHHOM 6e30MacHOCTU

M KnbepyctomumpocTuM (Big Data, MCKYyCCTBEHHbIN MHTENNEKT);

* MIHTepHeTa BeLen Kak a/1eMeHTa MiaTeXHoro npoCcTpaHCTBa.
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3A0A4YN N OCHOBHbIE HATTPABJIEHUA
OEATEJIbHOCTU BAHKA POCCUUN B OBJTIACTU
MHO®OPMALIMOHHOW BE3OMNACHOCTMU

B pamMkax OCHOBHbIX HampaBneHu baHk Poccmm cTaBuUT nepen cobon cnenyrolme 3agaym B 06-
nactv MHGOPMaLMOHHOM 6e30MacHOCTU U KMOepyCTOMUYMBOCTU.

1) O6ecneyeHne KN6epyCTONUYNBOCTH:

° obecneyeHne roTOBHOCTU KpeanuTHO-OUHAHCOBOW cdepbl rapaHTMpoBaTbh PUHAHCOBYHO CTabub-
HOCTb U OMepaLMOHHYIO HAOEXHOCTb B YCIOBUSIX peanm3aLimm KOMMbOTEPHbIX aTak, B TOM YuC-
ne obecreyeHne onepaumoHHOW HAOEXHOCTN N HEMpPepbIBHOCTU NPeaocTaBieHns GUHAHCOBbIX
M BaHKOBCKMX YCNyT;

° KOHTPOSb MoOKasaTenewn prucka peanmsaumm MHPOPMaLIMOHHbBIX Yrpo3;

* KOHTPOJb YPOBHS 6aHKOBCKMX U PUHAHCOBbIX ONepaLmii, CoOBepLIEHHbIX 6e3 cornacus KIMeHToB;

°* MOHWUTOPWHI, ONepaTMBHOE pearMpoBaHMe U NpenoTBpaLLeHEe KOMMbIOTEPHbIX aTak Ha OpraHu-
3aUuMn KpeauTHO-PUHAHCOBOM cdepbl.

2) 3awmTa npaB noTpebutenen GMHaAHCOBbLIX YCYr Yepe3 MOHUTOPUHI NokasaTtenen ypoBHSa du-
HaHCOBbIX MOTEpb.

3) Copencreume pasBUTUO MHHOBALMOHHbBIX PUHAHCOBbBIX TEXHOMOMMIN B YaCTU KOHTPO/ISA NoKasa-
Tenew pucka peanmsaumm MHOOPMaLIMOHHBIX Yrpo3 1 obecrnevyeHrne Heo6XxoaMMOro ypoBHS MHPOP-
MaUMOHHOM 6e30MnacHOCTL.

[nsa peanmsaumm nocTtaBieHHbIX 3agad B baHke Poccunm cospaH OenapTaMeHT MHOOPMALIMOHHOM
6e30MacHOCTH, BbIMOMHSAOWMNA B TOM Yncne dyHkumm LieHTpa koMneTeHUuin B obnactu obecneve-
HMSA MHPOPMaLMOHHOM 6e30nacHOCTN PUHaHCOBOW cdepbl.

LleHTp KoMneTeHUMN pa3pabaTbiBaeT METOAOMONMIO U obecrneynBaeT pasBuTe MHGOPMaLMOH-
HOW 6e30MacHOCTU B KpeAUTHO-OUHAHCOBOM CEKTOPE C YYETOM MMUPOBLIX TPEHOOB MO CleayoWwmM
OCHOBHbIM HarpaBeHVsAM:

1) CtraHpapTmnsaumus:

° pa3paboTka CTaHOapToB (BkNtoyas paspaboTky MOCT) B obnactm mHopMauUMoOHHOM Ge3onac-
HOCTU U KMBEpPYCTOMUMBOCTU U OpraHn3aums paboTbl nogkoMmteTa N1 TeXHUMYEeCKOro KOMUTETA
Ne122 «CTtaHgapTbl GMHAHCOBbIX (6aHKOBCKMX) onepaumi» PoccTaHOapTa;

° obecneyeHne yyacTus akcneptoB baHka Poccun B obnactm cTaHgapTv3aumy B paboTe Mexay-
HapOLHbIX OpraHM3aLui.

2) MexxBeOOMCTBEHHOE B3auMMopgelcTBre no BornpocaM obecrneveHns MHbopMaLMOHHOM 6e3-
OMacHOCTW.

3) HaumoHanbHasa nporpamma «Llndpposasa askoHoMmMKa Poccuickomn depepaumms»:

* yyactne ®UHLEPT BaHka Poccumn kak nupepa B peanmsauym HauMoHanbHOW NporpaMmbl «Lnd-
poBasi akOHOMMKa Poccuiickon Pepepaunm» Mo HanpaeneHuto «KMHPopmMaumoHHas 6Ge3onac-
HOCTb» U MO NPOTUBOLENCTBUIO KOMMbIOTEPHbBIM aTakaM;

° yyacTue B €QMHON CUCTEME NPOTUBOLAENCTBUS KNOEPYrpo3aM U NOAroTOBKE K MPOTUBOLAENCTBMUIO
KnbepaTtakaM B kpeguTHO-PpUHaAHCOBOM chepe;

* dopMmpoBaHmMe TpeboBaHMN K MHOOPMALIMOHHOM 6€30MacHOCTU NPV NPUMEHEHMN MHHOBALMOH -
HbIX TEXHOOINIA;

° yyacTMe B PasBUTUM NPOrpamMMbl MMMNOPTO3aMELLEHUS, @ TaK)Ke B aHanmM3e pucka, CBA3aHHOro
C NPUMEHEHMEM KOMIMOHEHTOB MHPPACTPYKTYPbl MHOCTPaHHOIO NPOM3BOACTBA.
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4) Hap3op 3a ypoOBHEM pucKa MHPOPMALMOHHOM 6e30MnacHOCTU (Knbeppucka) B KpeauTHbIX
W HEKPEeOMUTHbIX PUHAHCOBbBIX OpPraHM3auusax, CyobekTax HaUMOHaNbHOM MIIATEXHOM CUCTEMDI.

5) MpoTrBOAENCTBME PACNPOCTPAHEHUIO B KpeaAUTHO-PUHAHCOBOW chepe MHPopMaumm O ges-
TEeNbHOCTM HenerasbHbIX YY4aCTHMKOB OaHHOW cdepbl M 06 1X ycnyrax.

6) CospaHue ycnoBui ans pasBuTUs KynbTypbl MHGOPMaLMOHHOM 6e30MacHOCTM U Knbeprurme-
Hbl B KpeamnTHO-pUHaHcoBoOW cdepe.
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OBLWUE MNOJ1IOXXEHUA

HeatenbHocTb BaHka Poccunm B chepe MHPOpMaLMOHHOM 6e30MacHOCTU U KMGEepPyCTOMUYMBOCTH
(0bnacTb perynmpoBaHusl) pacrnpoCTPaHSETCS Ha cnenyolme cyobeKkTbl®:

° KpeouTHble opraHM3aLum, oCyLLeCcTBsSoWMe BaHKOBCKME onepaunm;

* dMHaHCOBbIE OpraHM3aLuMK, OCyLLeCTBAsOWMe GMHAHCOBbIE ONMepaLym B COOTBETCTBUKM CO CTa-
Tben 76.1 ®epepanbHoro 3akoHa ot 10.07.2002 N286-P3 «O LeHTpanbHOM 6aHke Poccumckon
®epnepaunm (baHke Poccum)»;

° CyObeKkTbl HaLMOHaNbHOW MNIaTEXHOM CUCTEMbI MPU OCYLLECTB/IEHUM MNEePEBOAOB AEHEXHbIX
CPeAcTB;

a TakKXXe Ha crnegyroume 0ObeKTbI:
®* MHHOBALUMOHHbIE d)VIHaHCOBbIe TEeXHONornu.

OBWYM MPUHLMMOM MHPOPMALMOHHOW 6€30MacHOCTU N KUBEPYCTOMYMBOCTM OpraHM3aLnin Kpe-
ONTHO-dUHAHCOBOM chepbl SBASeTCa peanm3aums MHOOPMaLMOHHOM 6€30MacHOCTU Ha CNenyroLwmx
YPOBHSX:

* 6e30MacHOCTb MHGPACTPYKTYpPbI, UK MHPPACTPYKTYPHbIV YPOBEHb;
° 6€30MacHOCTb NPUKIaGHOro NPOrpPaMMHOro obecneYveHms, Unm ypoBeEHb MPUITOXXEHWNIA;
* 6e30MacHOCTb TEXHOMOMMN 0BPabOTKU OAHHbBIX, MM YPOBEHb TEXHOTOMMIN 0OPabOTKM OaHHbIX;

a TaKkKe NPOTOKONMMpPOBaHME OENCTBUN U onepaumi (TpaH3akumi).

Peanusaums obwmx NpyHLMMNOB CTPOUTCS C YYETOM C/eAyHOWMX METOAONTOMNMYECKUX MOOXOO0B:

— Ha MHPPACTPYKTYPHOM YPOBHE — MPUMEHEHME KOMIeKca rocyfapCTBEHHbIX CTaHAAPTOB, pa3-
pabaTtbiBaeMbix B nogkommuteTe N21 TexHnuyeckoro kommteta N2122 «CtaHgapTbl PUHAHCOBbBIX
(6aHKOBCKMX) ornepauunini»;

— Ha ypOBHEe MPUTOXXEHUM — KOHTPOJIb OTCYTCTBUS YA3BMMOCTEN B MPOrpaMMHOM obecrneyeHunu,
B TOM YMCne CBA3aHHbIX C HeAOCTaTKaMy NPOrpaMMUpPOBaHUS;

— Ha ypOBHe TEXHONONMN 06paboTKM AaHHbIX — 0becrneyeHme LenocTHOCTU U MOOIMHHOCTU 06-
pabaTbiBaeMon MHOpMaLNK;

— MPOTOKONMPOBaHME OENCTBUIN M onepaumn B obbemMe, OCTAaTOMHOM B TOM yucne ONnsa uenen
OCYLLECTB/IEHUS HAA30PHOM OEeATeNbHOCTM, OOMEeHa AaHHbIMM ONS NMPOTUBOLENCTBUS COBEpP-
LUEHWMIO KOMMbIOTEPHbIX aTak, faibHeNler paboTbl MpPaBOOXPaHMUTENbHbIX OPraHoB.

5 3a ucknroyeHueM cmpykmypHeix nodpasdeneHul BaHka Poccuu.
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NMPABOBOE PEINYJIMPOBAHUE

ObecneyeHre MHOOPMaLIMOHHOM 6€30MacHOCTU Ha PUHAHCOBOM pbiHKE TpebyeT GOopMMPOBaAHUS
MexaHK3Ma MpPaBOBOro peryimMpoBaHus, BKOYaOWeEro B TOM yucne nosiHoMouns BaHka Poccum
Mo OpraHM3auum Takoro obecrneyeHuss U YCTaHOBMIEHUIO PErynsTOPHbIX TPeboBaHUM K yYaCTHUKAM
PMHAHCOBOro pbIHKa.

MNpaBoBOM MexaHU3M obecneyeHns MHOOPMALMOHHOW ©e30MacHOCTM Ha GUHAHCOBOM pbIHKE
OOSKEH rapaHTMpPOBaTb NPeAcKasyeMoCTb peanusaumm baHkoM Poccum cBOMX MOTHOMOUMI, @ Tak-
»Xe MpefckasyeMocCTb Haa30pa 3a UCMofHeHMeM TpeboBaHUM yYyacTHMKaMU GUHAHCOBOMO pblHKA.

B HacTosillee BpeMsi B COOTBETCTBUU C [JOKTPUHOW MHPOPMaLMOHHOM 6e3onacHocTu Poccuin-
ckon Pepepaumn, yTBep)KOeHHOM YKasoMm [pesmpeHTa Poccuimckonm ®epepaumm ot 05.12.2016
N2 646, baHk Poccum onpefeneH B KayecTBe OpraHa, COCTaB/ISIOWEro OpraHM3auyoOHHYIO OCHOBY
cucTeMbl obecneveHus MHPopMaLMOoHHOM Be3onacHocTn Poccuickon Pepepaumm, a opraHmM3aumm
KpeaomnTHO-OUHaAHCOBOM cPepbl — B KaUeCTBe YYaCTHMKOB CUCTEMBDI.

B cooTBeTCcTBUM CcO cTaTbamu 57.4, 76.4-1 depgepanbHoro 3akoHa oT 10.07.2002 Ne86-d3
«O UeHTpanbHoM baHke Poccuickon ®epepaumm (baHke Poccum)» (C nameHeHusmu) (nanee — 3a-
KoH o BaHke Poccumn) BaHk Poccum no cornacosaHuio ¢ PCB Poccum n PCTIK Poccnm yctaHaBnn--
BaeT TpeboBaHMsS K obecnevyeHumnto 3awmTbl MHGOPMaLUUn:

° ONS1 KPEOUTHbIX OpraHn3aumi rnpuv oCcyLeCcTB1eHN BaHKOBCKOW OeATENbHOCTH;
° 0N HEKpeOUTHbIX PUHAHCOBbBIX OPraHM3aLMi Npu OCYLLEeCTBNEHUN OeATeNbHOCTU B chepe du-

HaHCOBbIX PbIHKOB, MPEYCMOTPEHHOM YacTblo NepBoM cTaTbn 76.1 3akoHa o BaHke Poccun.

Cratbs 27 ®epepanbHoOro 3akoHa ot 27.06.2011 N2161-O3 «O HauMOHasbHOM MIIATEXHOM CU-
CTeEMe» yCTaHaB/MBaeT ObA3aHHOCTb OMNepaTOpPOB MO MEPEBOAY AEHEXHbIX CPeacTB, 6HaHKOBCKUX
MaTeXHbIX areHToB (CybareHTOB), ONepaTOpPOB MATEXHbIX CUCTEM, OMEpPaTOPOB YCYr MaTEXXHOMW
MHPPACTPYKTYpbl obecneumBaTb 3aWMTy MHOOPMALMK NPU OCYLLECTBIEHNMN NMEPEBOAOB OEHEXHbIX
cpencTs.

3akoHOM 0 baHke Poccum ycTaHOBNEHbI perynaTopHble nonHoMoums baHka Poccurm no Bonpo-
caM MHPOPMaALIMOHHOM 6e30MacHOCTU U 3amTbl MHGOPMaLIMK MNP OCYLLECTBIEHUN:

° MepeBOnOB AEHEXKHbIX CPEACTB, OAHKOBCKMUX M PUHAHCOBbLIX OnepaLmii;

° BegeHus 6a3sbl JaHHbIX O CNy4asiX M MOMbITKaX HEeCAHKLUMOHUPOBAHHbLIX MEPEBOOOB OEHEXHbIX
CcpencTs;

* MHPOPMaLMOHHOIrO OBMeHa Mexnay opraHmM3aumsamMu KpeguTtHo-brHaHcoBon chepbl M PUHLEPT
BaHka Poccum B COOTBETCTBUM C YacTaMm 6 1 7 ctatbh 27 DepepanbHOro 3akoHa ot 27.06.2011
N2161-D3 «O HauMOHaNbHOM MNNATEXHOM CUCTEME» (C UBSMEHEHUAMMN).

dDopMMPOBaHME COPa3MepPHOro PerynaTopHOro BO3OencTBms B chepe MHPopMauMoHHON 6e3-
OMaCHOCTU N KUBEepyCTOMUMBOCTM MpearonaraeTcsa OCyLWeCcTBNATb MO CeAYHOLWMM HanpaBieHUaM:

1) BoisBneHve B ceTn IHTEpHET CanTOoB, MCMNOMNb3yEeMbIX AJ1i COBEPLUEHMS MOLIEHHUYECKUX el -
CTBUIN B KPeOUTHO-OMHAHCOBOM chepe, U OrpaHMYeHne B npepenax, yCTaHOBIEHHbIX KOHCTUTYLMeN
Poccuinckon ®epepaumm n dpepeparnbHbIMM 3aKOHaAMM, AOCTYyNa NoTpebuTener GUHaAHCOBbBIX YCyr
K TaKMM canTaM, YTo TpebyeT 3akpenneHuns 3a baHkoM Poccum nonHoMoumi:

° no 651okMpoBaHuto B ceTn MIHTepHeT:
— PULINHIOBbIX CaNTOB;
— CaMNTOB, CBA3aHHbIX C MpeasioXXeHneM n (Unun) npegocrtaBneHmneM G1HaHCOBbIX YCyr cybobekTa-
MU, HE MMEIOLLMMU MPaBa UX OKa3blBaTb B COOTBETCTBUM C OENCTBYIOLWMM 3aKOHOOATENbCTBOM;
— CaMTOB, WUCMONb3YEMbIX OJI PAcrpoOCTpaHeHUs MHPOPMaLMKM O PUHAHCOBbBIX MMpaMmMaax, Npu-
BIEKAOLMX CPEACTBA N MMYLLECTBO PUIUUECKUX U HOPUONYECKUX NTULL.
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* Mo pocynebHoMy G/IOKMPOBaHWUIO B CETU VIHTEpHET CalToB, CBSI3aHHbIX C pacrnpoCTpaHeHMeM
BPEOOHOCHOrO MPOrpaMMHOIo obecrneyeHms.

2) NMpoTnBOOENCTBME MOLLEHHMYECTBY B GUHAHCOBOM chepe Yepes BbiCTpanBaHME eaMHOro Ka-
Hana obMeHa JaHHbIMKM O MOBUTbHOM YCTPOMCTBE, abOHEeHTe HoMepa MOBUbHOro TenedoHa Mexay
onepatopaMm CBA3N U 6aHKaMl/I, HeKpeanTHbIMA d)VIHaHCOBbIMVI opraHmsaumnsamm, B TOM 4mncrie Mmm-
KPOPUHAHCOBBIMU OpraHM3aumsMu (BaXKHO, HaNpUMep, B CUTYaLMSX CMEHbl CUM-KapT, CMeHbl Ba-
Oesnblia HoMepa MObUbHOro TenedoHa, NogO3PEHNIN Ha 3apaXKeHe MOBUTbHOIO YCTPOWCTRA).

3) B pamMkax paboT MO COBEPLUEHCTBOBAHUIO MEXAHW3MOB WMCMOMb30BaHUSA YCUNEHHOW KBanu-
PUUMPOBAHHOM 3NEKTPOHHOM MOAMUCU U 3aKOHOLATENbCTBA, PEryMPYOLWEro AesaTeNlbHOCTb yao0-
CTOBeEpSHOWMX LEHTPOB, BaHk Poccun GopMrpyeT KOMMIEKCHbIE MPEeasioXEHNS MO BbICTPaBaHUIO
€OMHOMN CUCTEMbI YOOCTOBEPSIOWMX LLEHTPOB B KpeauTHO-GUHAHCOBOM cdepe, B KOTOPOM yooCTO-
BepstoWMA LeHTp BaHka Poccum CTaHOBUTCS rONOBHbBIM A1 BCero GUHaHCOBOroO pbiHKA.

4) CospgaHue ycnoBuin ans 6esonacHoro obopoTa UMPpoBbiIX GUHAHCOBbLIX aKTUBOB MOCPeL-
CTBOM YCTaHOBJIEHUS COPa3MepPHbIX TPEOOBaHUM K MHPOPMALMOHHOM 6€30MacHOCTU U 3aLlMTe UH-
dopmauumm B atom chepe. CopasmMepHOCTb TpeboBaHMM BaHka Poccum K 3awmte nHpopmaumm oynet
3aBUCETb OT YPOBHS PUCKOB, O6beMa 1 XapakTepa OCYLLECTBISIEMbIX OpraHu3aumen KpeguTHo-du-
HaHcoBoOW cdepbl onepaumi, YpoBHS U COUYETaHMS NPUCYLLIMX ee OeaTeNbHOCTU PUCKOB.

5) OToenbHbIMM HanpaBNEHUSMM B paMKax HaUMOHaNbHOM mporpamMmbl «LndbpoBas aKOHOMMKaA
Poccuinckon depepaumm» SBASIOTCA KOOPAMHALUMS OeATENIbHOCTU YYaCTHUKOB PUHAHCOBOIO pbiHKa
B LleNnsiX peanmsauum MeponpusaTuii pepeparnbHbiX MPOEKTOB HaLMOHanbHOM nporpaMmel «Lindpo-
Basi 9KOHOMUKa Poccurckon Megepaumm» no BbipaboTKe NOOXOA0B K PEryMpoBaHUIO TpeboBaHMM
K MPUMEHEHNIO LMODPOBbBIX TEXHOMOIMM Ha GUHAHCOBOM pbIHKE C Y4YeTOM TpeboBaHUN Be3omnacHo-
CTU (HanpuMmep, udpoBble PUHAHCOBbBIE aKTMUBbI, UICKYCCTBEHHbIV MHTennekT, Big Data, knbeppunsu-
yecKkme CUCTEMBbI, CUCTEMbI pacnpeeneHHoro peectpa u gpyrme).
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OBECMNEYEHUE MHO®OPMALIMOHHOM
BE30OMACHOCTU N KUBEPYCTONYMUBOCTMU
MHOPACTPYKTYPbI

ObecneyeHre 6€30MacHOCTU N YCTOMUMBOCTU BbIUMCIIUTENTbHOM MHPPACTPYKTYpPbl ABASETCA UH-
PpacTpyKTypHOWM 3apadven, pelleHme KOTOpOW MmpepnonaraeTtcs peann3oBaTb MyTEM MPUMEHEHUS
KOMMJieKca rocynapcTBeHHbIX CTaHOAPTOB, pa3pabaTbiBaeMbiX B paMkax rnogkomuteta N2 1 TexHuue-
ckoro kommteTta N2122 «CtaHpapTbl GMHAHCOBbIX (6aHKOBCKMX) ornepaLmms»®.

OnpepeneHne ypoBHS 3alUMLLEHHOCTU BbIYUCINTENBHOM MHOPACTPYKTYPbl (3KOCUCTEMBI) Opra-
HM3aUMM KpeauTHO-PUHAHCOBOM cdepbl MNAHMPYETCS OCYLLECTBATb KOMM/IEKCHO B OTHOLUEHWUM
KaXkoow KaTeropum nogHaa3opHbix BaHky Poccum cybbekToB € yueToM BMOa M MacliTaba (nponop-
LMOHaNbHOE perynmpoBaHue) nx ageatenbHocTn’. KpoMe Toro, npennonaraeTcs oCcyLlwecTBUTb HOp-
MaTMBHOE 3aKpernsieHne 0bA3aHHOCTU npeacTaBneHmns GrHaHCOBbIMU OpraHM3aumsaMn B baHk Poc-
CUWM MokKasaTenen, xapakTepusylowmx 06beM HeCaHKLMOHUPOBAHHbIX KIIMEeHTOM onepauuin no oT-
HOLLEHUIO K ObLeMy obbeMy onepauuni. [Npn 3TOM Mpu pacyeTe OAaHHOro rnokasaTens He OOJKHbI
OynyT yUYnTbIBaTbCSA onepaumm, CoOBepLUEHHble 6e3 Cornacust KimeHTa B cryyasix, NpenycMoTPeHHbIX
depepanbHbIMM 3aKOHaMK UM HOPMaTUBHbIMK akTaMmn BaHka Poccumn, a Takke LOroBopoM.

PopMurpoBaHMe TpeboBaHWIN K OMnpeneneHnto YpoBHS 3alumileHHocTn Bank Poccum ocyulecT-
BMISIET B paMKax pa3paboTky MeToaonormm MHGOpMaumMoHHOM 6€30MacHOCTU.

MeTomonormyeckom OCHOBOM 3almTbl MHPOPMaUMM Ha MHOPACTPYKTYPHOM YPOBHE SABMSETCS
NMPUMEeHEHKE KOMMJeKca rocyaapCcTBEHHbIX CTaHOAPTOB:

° noMeH YP - «YnpaBneHue p1ckoM peanmsaumm MHPOPMaLMOHHbBIX Yrpo3»;

* poMeH 3/ - «3awuTa nHbopmaumm GMHaAHCOBbLIX OPraHU3aLNny;

* goMeH YNNCO - «YnpaBneHne MHUMOEHTaMM 3amTbl MHGOPMaUMM 1 obecrnevyeHmne cUTyaumoH-
HOM OCBEOOMNEHHOCTUY;

e poMeH OH - «ObecneyeHne onepauOHHON HAOEXXHOCTU»;

° 0oMeH YA - «YnpaBrneHne p1UckoM peanmsauym MHPOPMaLMOHHbBIX YIrpO3 Mpuy ayTCOPCUHIE U UC-
MoONb30BaHNMN CTOPOHHMX MHPOPMALIMOHHbBIX YCNyr (CEPBUCOB)».

Llenb popMmpoBaHmMa METOLONOMMN — COBEPLUEHCTBOBaHME KOMMIEKCa OTPaC/ieBbIX JOKYMEHTOB,
yCTaHaBMMBaOWMX TpeboBaHMS K obecrneyeHnio MHPOPMaLIMOHHOM Be30MacHOCTU 1 yNpaBneHUo
KnbepprcKoM Ansa nocTpoeHmns GyHaaMeHTalbHOM OCHOBbI AeATeNbHOCTM BaHka Poccum v opraHm-
3aunM KpeamnTHo-dUHaHCOBOM chepbl MO NPOTUBOLAENCTBUIO aKTyaslbHbIM MHOOPMALIMOHHbBIM Yrpo-
3aM, kmbepaTtakaM 1 KOMMbOTEPHOW MPECTYMNHOCTU.

¢ [Mpukaz PoccmaHdapma om 21.08.2017 Ne1759 «0O6 opeaHu3auyuu desmesibHOCMU mexHU4Yecko2o KoMumema
no cmaHdapmu3ayuu «CmaHOapmel pUHAHCO8bIX onepayuli».

7 NMonoxxeHuem baHka Poccuu om 17.04.20719 N2 683-1 «O6 ycmaHosneHuu obsizamersioHoiX 0711 KpeOUmHbIX opaa-
Husayul mpebosaHul Kk obecneyeHuro 3awumel UHYOpPMAYyUU Npu ocyujecmeneHuu 6aHkosckol OesimeneHocmu
8 yenissx npomusodelicmausi ocyujecmeasieHuUto nepesodo8 deHexxHbix cpedcmea 6e3 coe/siacus KIUeHmMas», d makxe
MonoxeHuem baHka Poccuu om 17.04.2019 N2 684-I1 «O6 ycmaHosneHuu obsisamesioHolX 018 HEKpeOUmHbIX ¢u-
HaHcosbix opaaHu3ayul mpebosaHull K obecneyeHuUro 3awumel UHPOPMAYUU Npu ocyujecmasieHuu dessmesleHOCmu
8 cepe PuUHAHCOBbIX pblHKO8 8 yesisix npomuesodelicmausi OCyuwecmasieHUo He3aKoHHbIX ¢puHaHcoaswslx onepayul»
ycmaHossieHel obsiaamerioHole 0715 KpedumHelx opeaHu3dayul u HekpedumHelx GUHAHCo8bIX opeaHu3ayulti mpeboesa-
HUs K 3auwume uHgopmayuu 8 coomeemcmauu ¢ HayuoHaneHeiMm cmaHdapmom Pocculickol ®edepayuu NOCT P 57
580.17-2017 «be3zonacHocme ¢uHaHcosebix (baHko8ckux) onepayul. 3awuma uHpopMayuu GUHAHCO8bIX Op2aHU3a-
yudl. basoselll cocmas op2aHU3AYUOHHbIX U MexXHUYeCKUx Mep» (ymeep>xdeHHbIM Npuka3om PedepasibHo20 azeHm-
cmea no mexHu4yeckoMmy pez2ynuposaHuro u memposioeauu om 08.08.2017 Ne 822-cm), Komopele ecmynarom & cusy
c 1 sHeaps 2021 200a.
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OCHOBHbIE MPUHLUMMbI MHPOPMALMOHHOMN 6€e30MacHOCTU U 3almMTbl MHOOPMALMK MO KOMIMEKCY
CTaHOapTOB:

° 06a3aTeNbHOCTb NMPUMEHEHUSI AOKYMEHTOB MO CTaHA4apTM3auuMm, pa3pabaTbiBaeMbix BaHkoM Poc-
cuu;

° peanusaumsi pUCK-OpUEHTUPOBAHHOIO MoaxoAa K 06ecneyeHuto BbiMOHEHUS rOCYAAPCTBEHHbIX
CTaHOapTOB;

* ycnonb3oBaHuMe cepsucoB PUHUEPT BaHka Poccum ons KoopavHauum OesaTesibHOCTU OpraHu-
3aumm KpeamMTHO-PUHaAHCOBOM cdepbl U MOBbIWEHMS X FOTOBHOCTU K MPOTUBOCTOSAHUIO KNGepy-
rposam.

OCHOBHbIM JOKYMEHTOM KOMMJIEKCa OTPac/ieBbIX JOKYMEHTOB MO obecneyeHnto MHPOpPMaLMOH-
HOM 6e30MacHOCTU Ha MHDPACTPYKTYPHOM ypoBHe byaeT sBnsaTbcs FTOCT P «Be3onacHoOCTb dUHaH-
COBbIX (baHKOBCKMX) onepaumi. YrpaBlieHMe PUCKOM peanm3aumm MHGOPMaUUMOHHbIX yrpo3. Obuwue
MOJSIOXKEHUSI», KOTOPbINA ONpeaennT:

° OCHOBY KOPMOPaTMBHOIO yrpaBneHus No BonpocaM obecrnevyeHuss MHopMaLMOHHOW 6e3onac-

HOCTU 1 KNMBGEPYCTOMUMBOCTH;

° COCTaB U COfepyaHue MpoLecCoB WM KJ/IKOYEBbIX HarpaBneHUM OesTelbHOCTM Mo obecrneyeHmto

MHPOPMaLIMOHHOM 6€e30MacHOCTU AN BCEX JOMEHOB;

° 00wy (eAMHYH) TEPMUHOMOIMIO, MCMONIb3YEMYIO BO BCEX OTPACNEBbIX AOKYMEHTax rno obecne-

YeHUo MHPOPMaLIMOHHOM Be30MacHOCTU;

° KnaccudukaTop ypoBHelM obecrneyeHns MHPOPMaLMOHHOM 6e30MacHOCTM (YPOBHEN 3alUULLEeH-

HOCTK) — KJTaCCUPUKATOP COCTaBa U Coaep kaHus TpeboBaHMIN NO obecrneyeHnto MHPOPMaLIMOH-

HOWM 6e30MacHOCTM 1 Mep MO KX peanuaauum.

MnaHmMpyeTcs BbIOENUTb TPU YPOBHS 3aLLMLLEHHOCTU — MUHMMAasbHbIN, CTaHOAPTHBIA U YCUMEH-
Hbi. NS KOHKpPEeTHOro Tuna ¢GMHaAHCOBOW OpraHM3auMmM ypoBeHb 3aLUMLLEHHOCTWU ornpenenseTcs
C y4YeToMm:

° BMOa OeATeNlbHOCTU PUHAHCOBOWM OpraHM3aumu, cCocTaBa NpenocTaBnsieMbiX GUHAHCOBbIX YCNYT,
peanmayembiXx GU3HEC-MNPOLLECCOB U (UM) TEXHONOMMUYECKMX MPOLLECCOB;

° obbeMa PMHAHCOBbIX OMepauuii;

° 3HaUYMMOCTU GUHAHCOBOW OpraHmMsaumm anst GUHAHCOBOIO PbiHKA M HALMOHANbHOW MNaTEXHOM

CUCTEMBI.

LleneBbIM MHOMKATOPOM 3aBepLUEHMS 3TanoB CTaHAapTU3aunm aenseTca dopmmpoBaHme B 2021 .
3aKOHYEHHOr 0 KOMTII/1IeKCa rocyfapCTBEHHbIX CTaHOAPTOB.
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OBECMNEYEHUE MHO®OPMALIMOHHOM
BE30OMACHOCTU N KUBEPYCTONYMUBOCTMU
NMPUKNAOHOIMO NMPOIMrPAMMHOITO OBECIEYEHUA

[N KOHTPONSA OTCYTCTBUSA YS3BMMOCTEN B MPOrpaMMHOM OBecreyeHnm, B TOM YMche CBA3aHHbIX

C HepgoCTaTKaMy NMPOrpaMMUpPOBaHUS, NMO3BOSAIOLWMMY COBEPLLIATb pe3y/bTaTUBHbIE KOMIMbIOTEPHbIE
aTakn, HeOBXOOMMO CO30aTb OPraHM3aLMOHHbIE U TEXHUYECKME YCNOoBUS NpoBeaeHus drHaHCOo-
BbIMY OPraHM3auus M1 aHanmM3a ysa3BMMOCTEN MPUKIAAHOro NPOrpaMMHOro obecneyeHms, CNosb-
3yeMOoro AN OCYLLECTBNEHUS NMepeBofa AEHEXHbIX CPeAcTB (MM COBEPLUEHUST MHbIX GUHAHCOBbIX
onepaumi (TpaH3akuuMin), a TakKe onpeneneHus, Kakoe rnporpaMmMHoe obecrneyeHne OOMKHO ObITb
MOABEPrHyTO aHaNM3y.

B kauvecTBe METOLOMOrMYEeCKOM OCHOBbI 6&30MacHOCTM MPOrpaMMHOro obecneveHus crepyer

BblOe/INTb:

paspabaTbiBaeMbI B HacTosiLee BpeMs baHkoM Poccnun npodunb 3awmTbl A5 OLEHKU YS3BUMO-
cTen B GaHKOBCKUX MPUIOXEHUSAX, MPUMEHSEMbIX OJ1 MEPEBOAOB AEHEXHbIX CPEACTB, BKtOYas
TpeboBaHKWs MO aHaNM3y yS3BMMOCTEN M KOHTPOJIO HEAEKTAaPUPOBaHHbIX BO3MOXXHOCTEN, B METO-
ponorun HaumoHanbHoro ctaHpapta Poccuimckom ®epepaumnm FOCT P MICO/M3K 15 408-3-2013
«MHPopMaumoHHasa TexHonorus. Metogpl M cpeacTBa obecrneveHus 6esonacHocTu. Kputepum
OLEHKM 6e30MacHOCTM MHOOPMALIMOHHBIX TeXHoNormm. Yactb 3. KOMMoOHEHTbl foBepus kK 6e30-
MacHOCTU», YTBEPXAEHHOrO nNpmkasoM PepepasibHOrO areHTCTBa MO TEXHWUYECKOMY perynmpo-
BaHUO U MeTposnormm ot 08.11.2013 N21340-cT «O6 yTBEPXXAEHMM HALMOHANbHOIrO CTaHOApTa»;
ncnonb3oBaHne cucteMbl ceptudmkaumm GCTIK Poccum (McnbiTaTenbHbIX n1abopaTopuin 1 opra-
HOB MO cepTudUKaLMK) 015 NPOBEAEHUs paboT MO KOHTPOJIO KayecTBa nporpaMMHoro obecne-
YEHMUS, PaACcrpOCTPAHSAEMOro KpeauTHOM OopraHmM3aumen, HeKpeguTHOM PUHAHCOBOW OpraHmsa-
UMemn cpenm CBOMX KIIMEHTOB AN COBEPLUEHUS OENCTBUM B LENSX OCYLLECTBNEHUS PUHAHCOBbIX
onepaumni, U aHanmMay ero ysa3BMMOCTEeN Ha OCHOBE MOJSIOXEHUN NPOoOPUIs 3aLUnTbI;

CO30aHMe IKOCUCTEMbI AN NPOBeAeHUs paboT Mo aHanu3y 3aWMEeHHOCTU MHGOPMALIMOHHOM
MHOPaCTPYKTYypbl, MICMOb3YyeMOW OJ1 OCYLLECTB/IEHUS NEPEBOAOB AEHEXHbIX CPeaCcTB, COCTOS-
LWeN 13 opraH13auuin, obnagatowmx Heob6xoanMor KoMNeTeHUMen, U pa3paboTUMKOB.

LleneBbiMY MHAMKATOPaMU ABMSIOTCS:

HOPMAaTUBHOE 3aKperseHne cuctembl ceptudukaumm OCTIK Poccum gna npoBefeHusa pabot
MO KOHTPOJIO KayecTBa NpOrpaMMHOro obecrneyeHus;

pa3paboTka Npoduns 3aWnThl;

PopMMpoBaHME 3KOCUCTEMDBI AN MPOBefeHMs paboT Mo aHanu3y 3alMLEHHOCTU MHPOopMauu-
OHHOMN MHPPACTPYKTYPbI.
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OBECMNEYEHUE MHO®OPMALIMOHHOM
BE30OMACHOCTU N KUBEPYCTONYMUBOCTMU
TEXHONOIMMM OBPABOTKU OAHHbIX

ObecneyeHre 6e30MacHOCTM OBPabOTKM AaHHbBIX C MCMOMb30BaHNEM LNPPOBbLIX TEXHOMOI MM B~

NsgeTcsa 3agaven, pelleHne KOTOpoW npenrnosaraeTcs OCyLWeCTBASTb MHAMBUAYANIbHO — MPUMEHMU-
TENbHO K Ka)OOW KOHKPETHOM GMHAHCOBOW TEXHONOM M.

Peanusaums Tpe6oBaHn 6€30MacHOCTY TEXHONOMMIM 06paboTKM OaHHbIX OOMKHa obecrneymBaTb

LLeNTOCTHOCTb, NOO/IMHHOCTb O6pabaTbiBaeMon MHPOPMaLMN.

TpeboBaHUAMM K 6€30MacHOCTU TEXHOMOIMM 06paboTKM AaHHbIX MPY OCYLECTBNEHUN NEPEBO-

OOB OeHEeXHbIX cpeacTB (UM MHbIX GUHAHCOBBIX orepaumin (TpaH3aKLumMin) aBnsaoTCS:

obecneyeHmne LenoCTHOCTU U NOSJSIMHHOCTM MHOPMAaLMM Ha KaXkKOOM TEXHOOMMYECKOM y4acT-
Ke ee 06paboTKu;

B3alMOOENCTBME C KITMeHTaMy GUHAHCOBbIX OpraHu3aunii;

MPOTOKONMPOBaHME OENCTBUM HAa TEXHONOIMMYECKMX Yy4acTKax, B TOM Ymcre Ons aHanmsa nHpop-
MaLuMm 06 ypoBHE pUCKa Ha KaXKOOM U3 TEXHOOMMUYECKMX YYaCTKOB;

BefeHMe 6a3 gaHHbIX 06 MHUMOEHTax MHPOPMALMOHHOW 6e30MacHOCTU, B TOM UMC/IEe Ha OCHOBE
npeTeH3MOHHOM paboTbl.

KntoueBble TeXHONOrMyeckme Mmepbl MHPOPMaLMOHHOM Be30MacHOCTU U 3aWmUTbl MHOPMaLMK:
MCMNOMb30BaHWE CPEACTB ANEKTPOHHOM nognmcu (Kpuntorpadun);

peanusaums NpUHUMNa «OBOMHOIO KOHTPOSA» NMpy obpaboTke 3alumiaeMon nHbopmaumu;
MHOrodakTopHas ayTeHTUdMKALMS KIIMEHTOB, B TOM YMCe C NPUMEHEHMEM CpeaCcTB KpunTorpa-
durueckom sawmTbl MHOOPMaLMK;

peanv3saums MEXaHM3MOB MOJTyYeHUS OOMOHUTENbHOIO MOLATBEPXKAEHUSA KNMEHTaMU GrHAHCO-
BbIX Orepauui.

LleneBbiM NMHOMKATOPOM ABMSIETCS BpeEMS pa3pa60TKM Tpe6OBaHVIlZ K 6€30MacHOCTU TEXHOMOI MM

06paboTKM AaHHbIX O KaXKOO0M KOHKPETHOW HOBOW PUHAHCOBOWM TEXHOMOMMKU (He bonee 1 MecsLa)
C YYETOM MNpUMEHEHUs NPOaKTUBHOM (YrpeXkaatoLlen) Mmogenu.
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OBECMNEYEHUE MHO®OPMALIMOHHOM
BE30OMACHOCTU N KUBEPYCTONYMUBOCTMU
PUHAHCOBbIX TEXHOJTOIMM

MprMeHeHne LMdpPOBbIX PUHAHCOBbBIX TEXHOOMMM, C OOHOM CTOPOHbI, CMTOCODOCTBYET pPa3BUTUIO
PUHaAHCOBOIo pblHKa, MOBbIWEHWIO GUHAHCOBOM OOCTYMHOCTU U Pa3BUTUIO KOHKYPEHLMK, @ C OpYy-
rov — MOsiBNIEHWNIO HOBbIX PUCKOB MHMOPMaLMOHHOW 6e3onacHoCcTU. C pa3BUTUEM LIMPOBbIX TEXHO-
NOrvIN MPOUCXOOUT POCT KNOEPYrpo3, TPEOYLWMX ONepaTUBHOIO M CBOEBPEMEHHOIO OOHAPY>KEHMUS,
OLIEHKW 1 pa3paboTKM COOTBETCTBYHOLLMX MEP MO UX NMPEeAOTBPALLEHUNIO U MUHUMMN3ALMM BO3MOX-
HbIX MOCNeACcTBUN.

BaHk Poccum ¢ yueToM nyulinx 3apyb6exxHbix npakTnk GopMmpyeT TpeboBaHUS K MHOOPMaLMOH-
HOM 6e30MacHOCTU 1 OMepPaUUOHHON HaOEXKHOCTU PUHAHCOBBIX TEXHOIOMMIA MO CeayWMM KITto-
UeBbIM HaMpaB/IEHMSM U 3aa4aM B COOTBETCTBUM C OCHOBHbIMY HarMpaBneHUAMU pa3BUTUS PUHaH-
COBbIX TexHonornm Ha nepuopg 2018-2020 roaos:

1) MpaBoBoOe perynMpoBaHWe No BonpocaM MHGOPMAaLMOHHOM 6e30MacHOCTU U OMNepaLiOHHOM
HaOEeXHOCTW YyCTaHaBNMBaeTCA B pa3pabaTbiBaeMbix defeparnbHbiX 3aKOoHax.

2) Co3paHue 1 pasBuUTUE CenyroWmx 3N1eMeHTOB 6e30MacHOM 1 YCTOMYMBOMN PUHAHCOBOM UH-

$pacTpyKTypbI:

° nnatdopmMa ona yganeHHowm naeHTndbukaumm;

° CucTteMa ObICTPbIX NNaTeXewn;

° niaTPopMa MapKeTI/IeNnc;

° nnatdopmMa Ans perncTpaumm GUHaAHCOBbBIX CAENOK;

° nnaTeXkHasa cuctemMa baHka Poccuu;

° HauMOHasbHas CUCTEMA MIaTEXHbIX KapT;

° cucTeMa nepefadm PUHaAHCOBbLIX COOBOLLEHN;

° nnatdopmMa g obnayHbIX CEPBUCOB;

° nnatdpopmMa Ha OCHOBE TEXHOJIOIMW pacnpeneieHHbIX PEECTPOB.

3) VccnepoBaHue, aHann3 1 pa3paboTka TpeboBaHUM K obecrneyeHnto MHPOpMaLMOHHOM 6e3-

OMacHOCTU MpW NPUMEHEHNU CNEeayrLWNX PUHAHCOBbBIX TEXHOMOMMIA:

* RegTech (regulatory technology), SupTech (supervision technology);

* Big Data, Smart Data;

° MOGWIIbHbIE TEXHOOMMW;

® NCKYCCTBEHHbIN MHTENNEKT, pOB6OTU3aLMSA 1N MaLLMHHOE ODyYeHue;

° BMoMeTpus;

° TEXHOOrMs pacnpeneneHHbIX peecTpoB;

° OTKpbITbie MHTepdenchl (Open API).

4) 2KcnepTM3a NPOEKTOB B paMkKax perynsatmBHOM mnaowanku baHka Poccum B cOOTBETCTBUM
C npukasoM baHka Poccum ot 03.04.2018 N2 O[1-846 «O6 yTBEPXKAEHMM PernamMeHTa opraHmsaumm
¥ npoBefeHns BaHkoM Poccun MogenmpoBaHUs NMpoLeccoB, CBA3aHHbIX C NpedocTaBneHneM (npu-
MEHEHWEM) MHHOBALMOHHbIX MPOAYKTOB, YCNYr M TEXHOMOIMMI B GAaHKOBCKOM chepe U MHbIX chepax
P1HaHCOBOro pbiHKa».

Anpobaumns MHHOBALMOHHbIX PUHAHCOBbBIX TEXHOMOMMA, MPOAYKTOB M YCNYr B paMkax peryns-
TUBHOW mowanku BaHka Poccun nMpoBOAMTCS C YYETOM KOMMIEKCHOro aHanmasa pucka HdopMa-
LIMOHHOM B6e30nacHOCTU (Kknbeppucka), opMmMpoBaHMSA MoLENEN YrpoO3, BO3HUKAIOLWMX NPU UX UC-
MosIb30BaHUM.
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B kauecTBe k/to4eBbix RegTech-npoekToB B 06/1aCTM MHOPMALIMOHHOM 6€30nacHOCTU U KMbep-
YCTOMUYMBOCTU PUHAHCOBbBIX OpPraHM3auyii NpeanosiaratoTcs crenyowme:

° CO3JaHMe cUCTeMbI (Cpenbl AOBEPUS]) BHELIHEN OLEHKM BbIMOSIHEHUSA TpeboBaHMM No obecne-
YEHMIO 3aluTbl MHOOPMALMK MPU OCYLLECTBNEHNN NepeBOOOB AEHEXHbIX CpeacTB (OLeHKa Co-
OTBETCTBUS) MOCPEOCTBOM aKKpeauTauMmM OpraHu3aunii, NpoBOASAWMX OLEHKY COOTBETCTBUS,
KOHTPONS KayecTBa UX OEATENbHOCTU, B MeEpPBYIO oyepedb co cTopoHbl BaHka Poccun. OueHka
COOTBETCTBMS NpeanonaraeT NpoBefeHMe HE3aBUCHMOM OLLEHKM 3alUULLEHHOCTU MHOPACTPYKTY-
pbl U MPUNOXEHUI MO YHUBEPCAIbHOMY KOMIMJIEKCY rOCYy0apCTBEHHbIX CTaHOAPTOB;

° peanusaums MHULMATMB MO MACCOBOMY MPMMEHEHUID KpunTorpadmm Ha GUHAHCOBOM pPbIHKE
ons obecrieveHnss 6e30MacHOCTM 06paboTKM AaHHbIX C UCMONb30BaHMEM LIMPPOBbLIX TEXHOMO-
i1 BO B3aMMOAENCTBUM C YMNOSTHOMOYEHHbIM OpraHOM B obnacTtu obecrneveHuss 6e3onacHoOCT®;

* 06bMeH MHPOopMaLMen opraHM3aunin KpeauTHO-PUHAHCOBOWM chepbl, @ TakKXKe MHbIX OpraHM3aLumii
O Knbepyrposax nocpencrtsoM pas3BuUTUS MHPOPMaLMOHHOIoO obmeHa ¢ OUHLIEPT BaHka Poc-
cumn, a Takke obecneveHnss GyHKLMOHMPOBAHMSA CUCTEMbI MOHUTOPUHIA MAATEXHbIX 1 GUHAHCO-
BbIX TPaH3aKUu;

° MHorodakTopHasa ayTeHTUdUKaALUUSA KIMEHTOB PUHAHCOBbLIX OpraHM3auuMin, B TOM ynucne C npu-
MEHEHWMEM CPefCcTB KpUnTorpadmyeckom 3awmTbl MHOOPMaLMK, NpU NMPOBEAEHNN 1 NOOTBEPXK-
OEeHUW MNaTeXHbIX M PUHAHCOBbIX TPaH3aKLUMI, GopMUpPYyEMbIX B HEQOBEPEHHOW cpepde (cpena,
He KOHTponupyemasa pUHaHCOBOW OpraHmM3aumen).

B kauecTBe k/to4eBbix SupTech-npoekToB B 06/1aCTM MHPOPMALIMOHHOM 6€30MacHOCTU U KMbep-
YCTOMUMBOCTU GUHAHCOBBIX OpraHMU3aLmMi NpearosiaraloTcs Crienyolme peLeHns:

° co3faHMe cucteMbl «AHTUdpoa» BaHka Poccuu, obecrneymBatolen MOHUTOPUHI TpaH3aKLUuMi
B rniiatexxHom cuctemMe baHka POCCVII/I, BbiagB1IeHNE NMPU3HaKOB COBepLUeHUA nepeBoa OeHEeXXHbIX
cpencTB 6e3 cornacus y4acTHMKOB MIaTEXHOWM cucTeMbl BaHka Poccuu, nonyyeHre nogTBepXX-
OEeHNs1 yY4aCTHMKaMU, BbISIBJIEHME MPU3HAKOB «BbIBOAA» OEHEXHbIX CPEACTB;

° ocyulecTtBneHve baHKkoM Poccum Hag3opa 3a BbINONHEHMEM PUHAHCOBBbIMU OpraHM3aumsIMy Tpe-
6oBaHMIM B chepe MHPOPMALMOHHOM 6e30MacHOCTU U KMBEPYCTOMUMBOCTU. B paMkax OaHHO-
ro HanpaB/IeHUs NpeanonaraeTcs OCyLWeCcTBUTb HOPMaTMBHOE 3aKpernneHne o0bs3aHHOCTM npea-
cTaBneHns ¢GMHaHCOBbIMM OpraHmM3auusMm B BbaHk Poccum nokasaTtenen, XapakTepusyroLwmx
06beM HernmpaBOMEPHbIX U HECAHKLMOHMPOBAaHHbIX KJIMEHTOM OMnepaLmii MO OTHOLLEHWIO K obLLe-
My obbeMy onepauunin. C60p OaHHbIX B paMKax OLEHKM COOTBETCTBUS cobnogeHmns TpeboBaHuii
B chepe MHPOPMaLMOHHON Be30MacHOCTU N KMBEepyCTOMUMBOCTU, @ TakxKe MPOaKTUBHOE BbIsIB-
NeHVe nokasaTesnier onepaumoHHOM M GUHAHCOBOW CTabUIbHOCTU ABNSETCS 6a30BbIM NOAXOO0M
nMpwv OCYLLECTBEHUN OANCTAHLMOHHOIO Hag3opa U, COOTBETCTBEHHO, ONPeaeneHn YPOBHS pUCKa
MHPOpPMaLMOHHOM 6e3onacHOCTU (Knbeppucka).

8 B pamkax peanusayuu ¢edepasibHo2o npoekma «MHpopmayuoHHas 6e3onacHocme» HaAuyuoHaseHolU npozpamMmel
«Luppoesas skoHomuka Pocculickol ®edepayuu», a makxe lNonoxeHus baHka Poccuu om 09.06.2012 Ne382-I1
«O mpebosaHusix Kk obecnedyeHuro 3awumel UHoOpMayuu npu ocyujecmssieHuu nepesodos OeHexxHblX cpedcmsa
u o nopsidke ocywecmeneHus BaHkoM Poccuu KoHmposs 3a cobnodeHueM mpebosaHuli Kk obecnedyeHuro 3auumel
uUH@opMayuu Npu ocyujecmasieHuU nepesodo8 0eHeXXHblX cpedcma.
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NnoAarotoBkKA KAOPOB U OBECINEYEHUWE OJOBEPUA
PAXXOAH K LLUDPOBOU CPELE

YCTaHOBNEHME COBPEMEHHbIX TPeboBaHUM K obecneyeHunto MHPOPMaLMOHHOM 6e30MacHOCTU
B YCMOBUAX LMPPOBOMN peanbHOCTU TpebyeT Hann4yms KOMMEeTEeHTHbIX KafpoB C COOTBETCTBYHOLLEN
KBanuoukaumemn.

BMecTe ¢ TeM nporpamMMmbl MOAFOTOBKM CMeLMannCcToB, a TakKe YpoBeHb UX MOOroTOBKM He OT-
BEYAOT NOTPEOHOCTAM OpraHn3aumi KpeanTHO-PUHaHCOBOW chepbl, a Kagpbl He 061agatoT HOBbIMU
6a30BbIMU «LIMDPOBBIMU» KOMMETEHLMSMU.

B cBsA3M ¢ 3TM BaHk Poccuum nnaHupyeT CTaTb CBA3YHOLWMM 3BEHOM MEXAY BbICLUMMU YYEOHbIMU
3aBefeHUsAMU U OpraHn3aLmsaMmn KpegmuTHo-PpUHaAHCOBOM cdepbl A5t CO30aHMS YCITOBUIA NOArOTOB-
KW CreumanmcToB B 0b6nacT MHPOPMaLMOHHOM 6€30MacHOCTM HOBOIo TuMna.

Ha ocHoBe npepnsoXeHun opraHunsaumii KpeonTHO-PUHaHCOBOM cdepbl B paMKax peanusaumm
dpepepanbHoro npoekTta «MHbOpMauUMOHHas 6€30MacHOCTb» HaLMOHaNbHOM nporpaMmbl «Lindpo-
Basi aKOHOMKWKa Poccuickon depepaumm» nnaHMpyeTcs choOpMUpPOBaTb HampaBneHUs obyyeHus
M paspaboTaTb COOTBETCTRBYIOLLME MPOrpaMMbl 06yUeHus:

° pa3paboTaTb NpodeccroHanbHbIM CTaHOapT «Cneunannuct B 06nactm MHGOpMaLMOHHOM 6e30-
MacHOCTM OpraHn3aunin KpeanTHO-OrHAHCOBOW chepbl»;

° onpenennTb NOTpebHOCTb B crneumannctax no MHGOPMaUMOHHOM 6e30MacHOCTY OpraHM3aLmin
KpeounTHOo-GUHAHCOBOM cdepbl;

° MOArOTOBUTb MNPEAJSIOKEHUS O BHECEeHUM U3MEeHEHUN B rocyfapCTBeHHble obpas3oBaTesibHble
CTaHOapTbl BbiCIEro obpas3oBaHMsa B 4aCTM MOAFOTOBKM CMeuuanncTtoB no MHGOPMaLMOHHOM
6€30MacHOCTU OpraHM3auuii KpeguTHO-d1HAHCOBOW cdepbl;

° pa3paboTaTb NMpUMepHYyo NporpamMMy rnpodeccroHasribHOM nepenonrotoBkmn «ObecnevyeHne nH-
dopMaLMOHHOM 6€30MacHOCTU B OpraHM3aumsax KpeauTHO-PUHaHCOBOW chepbl».

LJononHnTenbHO NnaHMpyeTcs pa3paboTaTb METOAMKM U NPOrpaMMbl aTTeCcTaumMm crneumanmcTos
VW pykoBoguTener nogpaspeneHunn MHbOpMauMOHHONM 6e30macHOCTU (Kkmbepbe3onacHoCTM) Kak
B OUYHOW PpopMe Ha base YHMBepcuTeTa baHka Poccum, Tak 1 B 3ao4HoM popMe (C MCNOSIb30BaHMEM
TEXHOMOIMMM yOaneHHoro gocTtyna yepes ceTb VIHTepHeT).

B uensx nosbiweHWs1 ypOBHS BOBIEYEHHOCTU COTPYOHMKOB NogpasaeneHmin 6esonacHocTty baH-
Ka Poccum n opraHmsaumin KpeamTHO-bUHAHCOBOM chepbl B MPOLIECC NMOArOTOBKM KagpoB NNaHupy-
eTCs NpuMBeKaTb MX OJiS y4acTus B y4eOHOM rmpoLecce B KavyecTBe npenopaBaTenen npodunbHbIX
Kadenp BenyLMx BbICLUMX YUEOHbIX 3aBeOEHNN.

ObecrneyeHne goBepus rpaxkgaH K LMPpoBOM cpefe, a Takke kKnbepbesonacHOCTM yenoBeka
B LMIPOBOM MUpe OyOeT CTPOUTbCSA B pPaMKax HarpaB/iEHMS MO MOBbILLEHUIO YPOBHSA GUHAHCOBOM
rPaMOTHOCTU M 6a30BbIX KOMMNETeHUMK Mo kKubeprurmeHe. baHk Poccun nnaHuMpyeT paspaboTtaTb
obpasoBaTesibHble NporpaMmbl AN NpeacTaBuTenen GUHaHCOBbIX OpraHM3aumin, CTYOEHTOB BbICLUMX
YUYEOHbIX 3aBEOEHUIN, LKOJT M MHbIX YY4eOHbIX 3aBedeHUN.

CospaHue knbepnabopaTopum (KM6epnonmroHa) ass NpakTMYeckoro oby4yeHmns KagpoB onsa Kpe-
OUTHO-dKMHaHcoBoM chepbl U BaHka Poccumn. KnbepnonmroH nnaHMpyeTcst co3gaTtbh Kak nnathopmy
019 MOAEeNMpOoBaHNS MHDPaCTPYKTYpPbl OpraHn3aumnii KpeamTHO-PUHaHCOBOM cdepbl B LieNsSX aMy-
nAuMK KMbepaTtak asis BblpaboTKy Mep NMpOTUBOAENCTBUS U MpenyrnpexneHus, a Takke npoBeaeHus
oBy4yaloLmMX MEPOMPUATUIA MO HanpaBneHno KMbepbe3onacHOCTU.

CucteMHas paboTa No NoBbilLeHUO GUHAHCOBOM MPaMOTHOCTM HaceNeHusa B YacTu MHGOPMMpPO-
BaHWS rpaxkgaH o npasBuiax 6e30MacHOCTY MpU MOMb30BaHUN MaTEXHbIMKU yCnyramm (aanee — ou-
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HaHCOBas KMB6eprpaMoOTHOCTb) ABNSEeTCs 3agadven JenaptamMeHTa MHOOPMaLMOHHOM 6€30MacHOCTM
BaHka Poccuun (n. 2.2.1.5 MonoxxeHus o denapTaMeHTe MHGOpMaLMOHHOM 6e3onacHOCTH). HepocTa-
TOUHbIM YPOBEHb 3HAHUM U HaBbIKOB HaceneHuns B obnacty 6€30MmacHOro rnosib30BaHMUS 31eKTPOH-
HbIMW CpPeaCcTBaMUM MaaTexa, a TakxKe NOCTOSAHHOE NOsIBNIEHNE HOBbIX MPUEMOB BBEAEHUS B 3a01yXX-
OeHmne nyTeM obMaHa Wim 3510yrnoTpebneHns OBEPUMEM C LIENbIO XULLEHUS CPEeACTB, MCMOJb3YEeMbIX
3/10YMbILWNIEHHMKAMW 51 MONTyYEHUs HE3aKOHHOMO JOCTYMa K cYeTaM K/IMEHTOB OpraHM3aumi Kpe-
OUTHO-dUMHaAHCOBOW cdepbl, — OCHOBHAs NpUUYMHA POCTa KonmnyecTBa M o6beMa HeCaHKLMOHMPOBaH-
HbIX onepauuin.

OenapTaMeHT MHPOPMaALIMOHHOM 6e30MacHOCTU aBnsieTCs MHGOPMaLMOHHO-KOOPANHALUMOHHbIM
XaboM MpoLeccoB M MeporpUAaTUIA MO MOBbIWEHNIO GUHAHCOBOW KMGEPrpaMOTHOCTM HacesreHus
M npuBneKaeT ONs pelleHus 3TOW 3apayuv Opyrne CTpYKTypHble nogpasneneHus baHka Poccun,
YUYaCTHMKOB pblHKa, a Takxke npodusbHble denepanbHble opraHbl MCMOMHUTENIbHOM BfacTu, B Be-
OEHUM KOTOPbIX HAaXoOATCs BOMPOCHI MPOCBELLEHMS, COLMANbHOM 3alMTbl M MPaBOOXPaHUTETbHOW
OesTenbHOCTU.
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MEXOYHAPOOHOE COTPYOHUYECTBO

MobanbHble yrpo3bl B chepe kKnbepbe3onacHOCTM TPebyoT OT CTpaH COBMECTHbIX YCUUIN, Tak
KaK HOCAT TPaHCrpaHUYHbIM XapakTep, MeHSIOT YCTOsIBLUIMECS BU3HeC-MoOenu U pOoXAaT HOBble
BbI30OBbI O/19 MeXXOYyHapOOHbIX 9KOHOMNYECKNX OTHOLLEHUW.

BaHk Poccun B paMkax MeXayHapoOHOro coTpygHuyecTBa B cdhepe MHPOpMaLMOHHOM 6e30-
MacHOCTU N KMOEPYCTOMUYMBOCTU B KA4eCTBE KIIIOYEBOW LIENN onpenensieT KOMNeTeHTHoOe yyacTue
B GOPMUPOBAHUM aKTYyaNlbHOM M OTBeYatoLler POCCUMNCKNUM MHTEpPECaM NOBECTKM OHS.

OCHOBHbIMW 33fadYaMy CTaHOBSATCA OBMeH MHPOpMauMen o kKMbepyrposax, conencTeme BHe-
OPEHUIO eOVHbIX CTaHOAPTM3MPOBAHHbIX MOAXOAOB B obnacTy obecrevyeHuss kKnbepbesonacHoCTH,
a TaK)Xe BblCTpaMBaHMe OB6MeHa OMbITOM MO PEryMpoBaHUIO 1 BHEAPEHWIO GUHAHCOBBIX TEXHOO-
rmn.

HecMoTps Ha reononutnyeckue CbaKTOpr, BaHk Poccun ydvyacTByeT B MeXOyHapOogHOM B3aMMO-
OEVNCTBUMN, yrny6n9|;| N paclumpaa ero no cnenyrouwmMm HarnpasleHUnsaM.

1) ObecneyeHme yyacTus akcnepToB BaHka Poccum B gesaTenbHOCTU MexayHapOLHbIX OpraHn3a-
UMM No Bonpocam kmbepbesonacHoCTU («MHOroCTOPOHHEeEe COTPYyOHMYECTBO»). KntoueBbiMU M1o-
Wwagkamuy asnsaoTcs MexxgyHapogHas opraHm3aums no ctaHgaptrsaumm (International Organization
for Standardization, [SO), MexpgyHapogoHast anekTpoTexHuyeckas komuceus (International
Electrotechnical Commission, I|EC), MexgyHapogHbin cow3 anekTpoceasn  (International
Telecommunication Union, ITU), MexaoyHapogHas opraHu3aums KOMUCCUIM MO LEHHbIM Bymaram
(International Organization of Securities Commissions, IOSCO), CoBeT no ¢puHaHCOBOMN CcTabusb-
HocTu (Financial Stability Board, FSB), BceMmpHbin akoHoMu4veckmin dopym (The World Economic
Forum, WEF), KoMUTeT no nnaTeXHbIM 1 pbiIHOYHbIM MHPPACTPYKTypaM baHka MeXxgyHapoOHbIX pac-
yetoB (Committee on Payments and Market Infrastructures, CPMI), MexxgyHapogHasi opraHmsauus
cTpaxoBoro Hagsopa (International Organization of Insurance Supervisors, 1AIS), Baszenbcknin KO-
MUTET No baHkoBCKOMY Hapg3opy (Basel Committee on Banking Supervision, BIS). Kpome Toro, nep-
CMEeKTUBHbIM HarmpaBneHNeM COTPYAHUYECTBA SBNSETCS B3aMMOLENCTBME C MapTHEpPaMM B paMKax
dopyma BEPUKC.

2) BsanmMopencTBme C LeHTpalbHbIMU (HaLMOHaNbHbIMKM) GaHKaMU MHOCTPaHHbIX roOCynapcTB
Mo BonpocaM obMeHa MHPOpMaLMer O KMbepyrposax WU yKperseHus Knbepbe3onacHOCTM Mnpu
npenocTaBneHnn PUHaHCOBbIX yCnyr («[BYCTOPOHHEE COTPYLHNYECTBO»). KntoueBbiMM NapTHepaMm
BaHka Poccuu siBnsitotcs baHk UTtanum, BaHk Vicnanmu, LieHTpanbHbii 6aHKk Typeukown Pecnybnmku,
MparkgaHCKKMIM KoomnepaTMBHBIN 6aHK MHOouu.

3) B3anMopgencTBme C perynsaropamMm rocygapcTB — YieHoB EBpa3niiCcKoro aKOHOMMYECKOoro co-
to3a («MHTerpauMoOHHOE COTPYOHUYECTBO») B LENAX KOOPAMHAUUN OeATeNbHOCTU NoapasneneHunii
6e30MacHOCTWN PErynsaTOpPOB MO CO34aHUIO LIeHTPOB pearMpoBaHUs Ha KOMMbIOTEPHbIE MHUMOEHTDI
B HaLMOHabHbIX 6aHKax CTpaH — YneHoB EA3SC, rapMOHM3aUmMm NogxonoB K GopM1MpoBaHMIO Tpebo-
BaHMM K obecrneyeHmntio MHGOPMaLIMOHHOM 6€30MacHOCTU U KMOEepyCTOMYMBOCTU, @ TakXKe MiaTex-
HOro MpOCTpaHCcTBa B paMkax EASC, cosgaHuio cpenpbl ooBepuUs.

4) B3anmopgencTame ¢ MexxayHapogHbiMM KOMaHOaMKM pearvpoBaHUS Ha MHUMAOEHTbI, MpoBeae-
HME CTpecc-TeCTUPOBAHUM N KMbepydyeHun (MexxagyHapogHOe COObLEeCTBO KOMaHL pearmpoBaHus
Ha MHUMOEeHTbl, EBponenckas koMaHaa No pearMpoBaHMIO Ha MHUMAEHTbI, CBS3aHHble C 6aHKOMaTa-
Mun, Koprnopaumsi no yrnpaBneHuo oMeHHbIMU MMeHaMn 1 IP-agpecamim, MexxayHapogHoe cooble-
CTBO KOMaH[, pearmpoBaHMs Ha KOMMbIOTEPHbIE MHUMOEHTbI, FPYMMbl pearmpoBaHMs Ha KOMMbOTep-
Hble MHUMOEeHTbl M3pauns, McnaHny, CkaHOMHABCKOro permoHa, bonrapum, MHommn, HuaepnaHgos,
AnoHun).
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HALIMOHANbHASA MPOrPAMMA «LIMDPOBAS
3KOHOMUKA POCCUNCKOWU DEOEPALNN»

SddekTnBHOE pasBUTME GUHAHCOBOIO pbiHKA B LUMOPOBOMN SKOHOMKMKE BO3MOXXHO TOJSbKO MpU
HanMuum cOopMMPOBaHHbBIX MHPPACTPYKTYPHbIX 3/1EMEHTOB LUPPOBON SKOHOMUKN (MHDOPMALIMOH-
Hasi MHGPACTPYKTYpa, MHGOPMaLIMOHHas ©e30MacHOCTb).

OnoHMM 13 6a30BbIX HanpaBfEHWIA HaLMOHaNbHOM nporpammbl «Lindposas akoHoMumka Poccuii-
ckon Pepepaumm» aBnseTca MHPOpPMaLUMOHHass 6e30MacHOCTb.

Lenb HanpasleHunsa — obecrneyeHne COCTOSHUA 3alUMLLEHHOCTU JIMYHOCTK, ObLLecTBa U rocynap-
CTBa OT BHYTPEHHUX N BHELWHNX VIHCI)OpMaLI,l/IOHHbIX yrpos.

BaHk Poccum aBnseTcs CBA3yOWMM 3BEHOM MO BOMpocaM MHPOpPMaLMOHHOM 6e30mnacHoCTr
MeXXOy OpraHM3aumsMm KpeamuTHO-PUHaHCoBOW cdepbl M YNOIHOMOYEHHbIMW OpraHamMmn B cdepe
MHPopMaLmoHHoM 6e3onacHocTn (PCB Poccumn, ®CTIK Poccum) 1 yyacTByeT B peanvsaunm dene-
panbHoro npoekta «MHdopMaLMOHHass 6€30MacHOCTby MO CMEAYWMM HanpaBeHUSM:

° pasBUTME 3HAUMMbIX MSIATEXHbIX CUCTEM U obecrieyeHne Mx MHOOPMaLMOHHOM 6e30MacHOCTU
N KNOEPYCTOMUYMBOCTM (3a CUET UCMONIb3OBAHMS B TOM UMCIIe POCCUMNCKOMN KpunTorpadum);

* popMMpoBaHME NOOXOO0B K obecrneyeHmnto MHGOPMaLMOHHOM 6e30MacHOCTU 1 KMbepycTomnum-
BOCTW MHHOBALMOHHbBIX TEXHOMOMMN (MCKYCCTBEHHbIM MHTennekT, Big Data, kmbepdunsmyeckmne
CUCTEMBI, pacrpefeneHHble peecTpbl, IHTEPHET BeLwen 1 gpyrme);

° NOAroTOBKa KOMMETEHTHbIX KagpoB B cdhepe MHPOPMaLMOHHOM 6e30MacHOCTM U KbepyCcTomum-
BOCTMU OJ151 OpraHmM3saumin KpeanTtHO-PUHaHCOBOM cdepbl.

Mcnonb3oBaHMe poOCCUNCKOW KpunTorpadum B paMKax pasBUTUS 3HAUYMMbIX MIIATEXHbIX CUCTEM
M obecneyeHUs1 NX MHPOPMALIMOHHOM 6e30MacCHOCTU N KNOEepyCTOMUMBOCTU ABMAETCS KIIHOUEBbIM
HanpasrieHneM gesaTenbHocTM BaHka Poccumn®.

Onsa atoro npu yyactum ®CB Poccun, KpeauTHbIX OpraHn3aunii, CyobekToB HaLMOHalbHOM Mnia-
TEXXHOW CUCTEMbI MNaHUPYETCS:

® CHMU3UTb NpaBoBble N agMUHUCTPATUBHDbIE 6apbepb|, npenaTcrTeyrowie MaCCoBOMY NpMMeHeHno
KpunTtorpadum Ha pOCCUNCKOM GUHAHCOBOM PbIHKE;

* cHOoOpMMPOBaTb TEXHONOMMYECKME KapTbl MEPEBOLAOB AEHEXHbIX CPEACTB, ONKMCbIBatoLLMe KPUMTO-
rpaduyeckme anropmTMbl C yKasaHUEM MPUMEHSIEMbIX KpunTorpadmnyeckmx npuMmMTMBOB, C yye-
TOM OeATEeNIbHOCTU MEXAYHAPOLOHbIX MNAaTEXHbIX CUCTEM;

° pa3paboTaTb KpunTorpapuyeckme anropmuTMbl;

* pa3paboTaTb B COOTBETCTBUM C «AOPOXHOMN KapTOM» CepTUPULMPOBaHHbIE NPOrPaMMHbIE U TEX-
HMYecKmMe CpeacTBa, peanunayolme cpencTasa KpUntorpaduyeckom 3amTbl MHPOpMaLUn;

° NMpoBecTV paboTy Mo cepTUdmMKaLMM MPOrpPaMMHbIX U TEXHUYECKMX CPEACTB Ha COOTBETCTBME
Tpe6OBaHVI9|M MeXXOYHapOOHbIX M1aTeXXHbIX CUCTEM;

° CO30aTb LEHTP TECTUPOBAHUSA TEXHUYECKMX CPEACTB M MPOrpaMMHOro obecneyeHus.

CoBepLUEHCTBOBaHME MEXaHM3MOB MPaBOBOrO PEeryimpoBaHna MHPOPMALMOHHOM 6e30MmacHo-
CTU N KNOEPYCTOMYMBOCTY MHHOBALIMOHHbIX TEXHOOMMI, pa3paboTaHHbIX B paMKax pepepasibHOro
npoekTa «MHdPopMaLMOHHas 6e30MacHOCTby, MNAHMPYETCS OCYLLECTBASATb B paMKax denepanbHOro
npoekTa «HopMaTMBHOE perynmpoBaHMe UMPpOoBOKM cpedbl» HaLMOHanbHOW nporpamMmbl «Lindpo-
Bas aKOHOMMKa Poccumckon degepaumms.

9 B yensx peanusayuu YkasaHusi baHka Poccuu om 07.05.2018 N24793-Y «O eHeceHuu usmeHeHul & [TonoxxeHue
BaHka Poccuu om 9 utoHsi 2012 2o00a N2 382-1 «O mpebosaHusix K obecneyeHuro 3awumel uHpopmMayuu npu ocy-
wecmenieHUU nepesodo8 OeHexXXHblx cpedcms u 0 nopsidoke ocyujecmearseHuss baHkom Poccuu KoHmpornsi 3a cobso-
OeHueM mpebosaHul K obecne4dyeHuro 3auwumel UHGOPMAYUU NPpU OCyu,ecmasieHuU nepesodo8 OeHeXHbiX cpedcmes.
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LLEHTP KOMMETEHLMW MO OBECMNEYEHUIO
MHO®OPMALIMOHHOW BE3OMNACHOCTMU

U MPOTUBOOENCTBUIO KUBEPATAKAM

B KPEOAUTHO-®UHAHCOBOW COEPE

B coorBetcTBMK C peweHneM CoBeTa besonacHoctm Poccumckonm ®epepaumm ot 15 gHBa-
ps 2015 r. N2 MP-73 6bin co3gaH LIeHTp MOHUTOPUHIA M pearMpoBaHMSA Ha KOMMbIOTEPHbIE aTaku
B KpeauTHo-dmHaHcoBow chepe [denapTameHTa MHPOpMaAUMOHHOW 6e3onacHocTn baHka Poccum
(PrHLEPT BaHka Poccun).

OuHLUEPT BaHka Poccum ocylecTBnsgeT pa3Butre MHOOPMaALMOHHOM 6e30MacHOCTU 1 Knbepy-
CTOMYMBOCTM MO CrIEAYIOWMM HarnpaBieHUaM.

1) BbinonHeHne ¢yHKUMIA OTpac/ieBOro cerMeHTa [OCYymapCTBEHHOM CUCTEMbl OBHapyXkeHus,
npenynpexaeHus v nMKBugaumMm nocnencTBMi KOMMbIOTEPHbIX aTak Ha MHGOPMaLMOHHbIE pecypchl
Poccuickon ®epepaumm (FTocCOMKA).

2) OpraHuvsaums 1 KoopauHauusa OesTeNbHOCTU OpraHuMsaumi KpeauTHO-PUHAHCOBOW cdepbl
B KayecTBe LleHTpa KOMNeTeHUMM Mo NPOTUBOAENCTBUIO KMbepaTakaM:
° aBTOMATU3MPOBaHHbIN CO60p MHPOPMaLMM 000 BCEX MHLMAEHTAX NOAHAO30PHbIX CYyObeKTOB;
° mpoBeneHne 3pPeKTUBHONO TEXHUYECKOTO aHanM3a U 3KCMEepPTHOM OLEeHKU, B TOM YMCie KOM-
MblOTEPHbIE MCCNEAOBaHUSA U pa3bop BPeOOHOCHbIX MPOrpamM;
° OrnepaTrBHOE pacrnpocTpaHeHne MHPOpPMaLMM 00 MHUMOEHTAX U MpaBMiax pearmpoBaHMs Ha HUX.

3) BbinonHeHme ¢yHKLUMM LieHTpa KoopanHauum AeaTebHOCTU Mo 6710KMPOBKE HECAHKLMOHMPO-
BaHHbIX MepeBOoaoB AEHEXHbIX CPEeACTB B MraTe)Hol cucteMe BaHka Poccum U MHbIX MAaTeXHbIX
cucTeMax.

4) MpekpaleHre PYHKLUMOHMPOBaHNSA GULLMHIOBBIX PECYPCOB M PEeCypPCOB, PacnpOCTPaHSAOLWMX
BpeOoHOCHOe MporpaMMHoe obecneyeHune, TenedoHHbIXx HoMepoB U CMC-paccbiiok, UCMosb3aye-
MbIX B MOLUEHHWNYECKMX LIensx.

5) BsauMopencTBme C LeHTpasibHbIMU (HAUMOHaNbHbIMK) 6aHKaMy MHOCTPaHHbIX rocynapcTB
(B TOM ymcne rocygapcts — uneHos EASC) no BonpocaM MOHUTOPUHIA U pearmpoBaHuSa Ha KOMIMbto-
TepHble aTakW.

6) BaanMopgencTeme ¢ MexxgyHapoOHbIMU LIeHTpaMM pearMpoBaHMs Ha KOMMbIOTEPHbIE aTaku.
7) MNoBblweHne GUHAHCOBOM MPAMOTHOCTU N KMBeprurmeHso.

8) BanmopencTBme ¢ onepaTtopamMm No rnepesony LmMdpoBbiX PUHAHCOBLIX aKTUBOB.
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LleneBbiMM nHOM KaTopaMu aBNAKOTCA:

HanmeHoBaHWe LeneBoro MHAMKATopa 2018 . 2020r.
YpoBeHb fioBepus’ 60% 80%
YpoBeHb (yAe/bHblii BEC) HECAHKLMOHMPOBAHHbIX GUHAHCOBbIX ONEPALMii (TPAH3AKLMIA) ? 0,005% 0,005%

! [ins pacyeta ypoBHs goBepus kaneHtoB ®unLIEPT barka Poccum B sekabpe 2018 r. ipoBes 0npoc KPEAUTHbIX OPraHu3aLmii u kimeHTos (gasee — 0npoc).
Onpoc npoBOANACS MyTem QHKETUPOBAHNS KDEAUTHbIX OPraHN3aLMil N UX KNeHToB. Kaxaas KpeanTHas OpraHn3ayms 3arno/IHS/10 GHKETY HO OCHOBAHW AGH-
Hbix He MeHee 100 cBouX K/IMEHTOB CAERYIOLUMX KATEeropuil:

— He meHee 20 GHKET OT I0pUANYECKNX nL;

— He meHee 20 aHKET 0T GU3NYECKNX L KaXA0/ BO3PACTHOM KaTeropuu (o Bo3pacTHbIM kateropusm: 4o 25 netr, 25-40 ner, 40-60 ner, cabiwe 60 s1er).
AHKeTa KIMEHTOB B TOM YUC/IE COAEPXAa BONpoC: «<Hacko/bko Bbl (Kak KMEHT KPEANTHOM opraHusaymy) Josepsete 6e30MacHOCTY MpeaocTasiseMblix Bam
@UHAHCOBBIX yCayr?». [10CKOIbKY QHKETUPOBAHNE K/INEHTOB MPOBOANIOCH HEMOCPEACTBEHHO KPEAUTHBIMU OPraHN3aUUaIMK, NP1 pacyete noKa3atess ypoBHS
/10Bepusi KNIMEHTOB UCO/Ib30BA/ICA KOPPEKTUPYIOLMI (TONPABOYHbIN) KO3PPuumneHt. Yposerb gosepusi B 2018 r. coctasnn 68,53%, uto caupetesibCcTyer o 40-
CTATOYHO BbICOKOM CTEMeH! 0CBEAOMIEHHOCTH 0 6€30M1ACHOCTY PEQ/IN3YeMbIX 3/IEKTPOHHbIX TEXHOIOMMIT M CePBUCOB U MPEBLILLIAET LeeBOEe 3HAYeHNEe NHAN-
Karopa.

2 YpoBeHb (yBesbHbIi BEC) HECAHKUMOHNPOBAHHBIX YUHAHCOBbIX ONEPALMi (TPAH3AKLMI) PACCYUTLIBAETCS KAK OTHOLIEHNE CYyMMbl HECAHKLMOHUPOBAHHBIX Ofe-
paymni, CoBepLUEHHbIX C NCMO/Ib30BAHNEM M/IATEXHbIX KAPT, K CyMMe 0nepaymii, COBEPLUEHHbIX C MCMO/Ib30BAHNEM M/IATEXHbIX KAPT.
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HAO3OPHAA OEATEJIbHOCTb

Peannsaumsa KOHTPObHO-HaA30PHbIX MOMIHOMOYMA BaHka Poccum CTPOUTCS C YYETOM Nyyllero
MMUPOBOrO OMblTa, HAKOM/IEHHOIO BeOyLWMMY MeXOYHAaPOAHbIMU OpraHM3aumsMuy, B TOM uncne Co-
BETOM Mo ¢mHaHcoBoOW cTabunbHocTn (FSB)™.

O6bwue NpuHUMMbI KOHTpONs (Hag3opa) B chepe MHPOPMALIMOHHOM He30nacHOCTU 1 Knbep-
YCTOMUYMBOCTU:

1) Mony4yeHmne o6bEKTUBHDBIX AaHHbIX (METPUK, MOKa3aTeNlen), XxapaKTepU3YOLWMX YPOBEHb PUCKa
MHdOPMaLMOHHOM 6e30MacHOCTM (KMbeppucka), oJis yrpaBneHUs pUckoM MHPOpPMaLMOHHOM 6e3-
OMNacHOCTU (KMBGEPPUCKOM) B KaXKOOW OpraHM3aumm kpegutHo-pruHaHCoBOM chepbl:

° peanusaumsi CUCTEMbl OLEHKM COOTBETCTBUSA (HE3aBMCMMasi OLeHKa MOOHaO30pPHbIX OpraHM3a-
UMM Ha COOTBETCTBME TPebOBaHUSAM FrOCydapCTBEHHbIX CTaHOAPTOB: 3awuTa MHbOopMaUMKU, He-
MpepbIBHOCTb AEATENIbHOCTU, yrpaBneHne puckaMm, ayTCOPCUHT);

° CUCTEMA OLEHKM KayecTBa BbIMOIHEHWS TpeboBaHUIM K obecrnevyeHuio Haanexallero ypoB-
HS 3alLMTbl NPUNIOXKEHUW. NMPOBOANTCA Ha OCHOBE aHann3a Yys3BUMMOCTEWN MPUIOXEHWNIN, KPUTUY-
HbIX C TOYKW 3PEHUS HaNMuMsa YA3BUMOCTEN (CepTUdMKaLMSa MPUNOXNKEHNS KIMEHTa U PPOHT-
NPUIOXKEHUS);

° opraHmsauus cbopa UCXOOHbIX OAHHbIX, KOTOPblE XapaKTepu3yloT YpOBEHb pyrcka Mo drHaHCO-
BbIM OrnepaLuusiM, B paMKax TEXHOMOrMMM cbopa AaHHbIX 1 NpUMeHeHus TexHonorum Big Data ons
MPOaKTUBHOIO BbISIBIEHNS «TOYEK COCPEeAOTOYEHUST PUCKa»;

° pa3BUTME METOJONOMMM C MOCMEenyWM HOPMaTMBHbBIM 3aKperiyIeHMeM MpakTUK CTpecc-
TECTUPOBaHUSA (KMbepyveHnIn) opraHmsaumi KpeguTHo-PrHaHCOBOM cdhepbl.

2) Pa3paboTka MeTOL0N0MMKM pacyeTa MMHMMAbHOIroO paaMepa GUHaAHCOBOIro obecneyeHus, Tpe-
6yeMoro osis MoKpbITUS MOTeHUManbHOro yuwepba ot peanvsaumm kmbeppucka (Hanpmmep, 4onosn-
HUTENbHblE TPeOOBaHMA K KanuTany KpeamTHbIX OpraHM3auuii, He3aBNUCKMbIE FapaHTUM, CTpaxoBa-
HMe).

3) MonyyeHne o6beKTUBHbBIX AaHHbIX (MoKasaTenen, MeTpmk) No GMHaHCOBbIM MOTePsiM NOTPebu-
Tenem GUHaAHCOBBIX YCNyr M GOPMUPOBAHME Ha X OCHOBE CTpaTerMm 3allmMTbl MpaB NnoTpedbutenen
PUHaAHCOBBIX yCnyr.

4) OnpepeneHne ypoBHSA GMHAHCOBOM CTabuibHOCTU PUHAHCOBOIO pbiHka Poccuimckon Penepa-
LMK B LENIOM Ha OCHOBE AaHHbIX O PUCKaX MHPOPMALIMOHHOM 6e3onacHOCTU (Knbeppuckax).

Ponb BaHka Poccum 3akntodaeTcs Takke B MPOABMYKEHWM Ha MeXAyHapoaHOW apeHe MHHOBAaLM--
OHHbIX METOOMK U MOAXOA0B K GPOPMUPOBAHUIO METOOONOMMM KOHTpOns (Hag3opa) B chepe nHbop-
MaLMOHHOWM 6e30MacHOCTU N KNOEepPYCTOMUMBOCTHU.

LleneBbiM MHOmMKaTOpoM aBnsgeTca dopmMmpoBaHme K 2021 r. 06bekTUBHOM MHPOPMaLMM B OTHO-
LWeHnn:
— YPOBHS1 pUCKa OTAENbHbIX OpraHM3aumMi KpeanTHO-GUHAHCOBOM cdhepbl;
— YPOBHS1 FOTOBHOCTM OTAE/bHbIX OpPraHn3auui KpeguTHO-dGrHAHCOBOM cdepbl MPOTUBOCTOATb
KnbepaTakaM (C TOUKM 3peHns 0b6paboTkM prcka MHPOpPMaLMOHHOM 6e3onacHoCTM (Knbeppu-
cka) N ero GUHaAHCOBOIO MOKPbLITUSA);

0 [MyHkmeo! 9, 9.1 cmameu 4 ®edepanpHoz20 3akoHa om 10.07.2002 N2 86-P3 «O LleHmpaneHom 6aHke Pocculckol
®edepayuu (baHke Poccuu)» (obwuli 6aHkosckull HAO30p, KOHMPOsIb U HA030p 3a desimeslbHOCMbK HeKpeOUMHbIX
¢puHaHcosbix opeaHusayul); yacme 11 cmameu 14.1 ®edepasibHozo 3akoHa om 27.07.2006 N2 149-P3 «06 uHpopma-
yuu, UHHOPMAUYUOHHbIX MEXHO/I02UsX U O 3auume uHpopMayuu» (KOHMpose u Ha030p 3a 8biNOSIHEHUEeM 6aHKaMu
OpP2aHU3AYUOHHbIX U mexHuU4Yeckux Mep no obecneyeHuro 6e30NaACHOCMU NePCOHAbHbIX OAHHbIX NPU UCNO/16308a-
HuUu eduHol 6uomempudeckol cucmemel).



OcCHOBHble HampaBneHus PasBUTUS MHGOPMALIMOHHOM 6e30MacHOCTM
24 KpeauTHO-dYHaHCOBOW cdepbl Ha Nepuon 2019-2021 ronos

— YPOBHSAI TOTOBHOCTU KpeauTHO-PUHAHCOBOM cdepbl MPOTUBOCTOATb KUBepyrposam nyTem
arperMpoBaHmMs JAaHHbIX MO YPOBHIO PUCKA OTOENIbHbIX OpraHM3auuin KpegnuTHO-(pUHAHCOBOM
cdhepbl ¥ YPOBHIO FOTOBHOCTU KaXKAoOW U3 HUX NPOTUBOCTOSATb KnbepaTakaM.
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